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On behalf of the Cyber Secure Institute (the Institute) the following comments are 
submitted to the Federal Communications Commission (the FCC or the Commission) in 
response to the FCCÕs Proposed Rulemaking, Cyber Security Certification Program, PS 
Docket No. 10-93; FCC 10-63, May 11, 2010 (the NOI). 

These comments track and seek to respond to the specific comments and questions the 
FCC laid out in the NOI. 

 

“[T]he Commission hopes to create a significant incentive for all providers to 
increase the security of their systems and improve their cyber security.  Would the 
program envisioned meet this goal?” 

The short answer is it depends.  In order for such a program to work, the actual standards 
for certification must be rigorous and strictly audited and/or enforced. They must draw 
clear distinctionsÑ they must create market winners and losers.   

Market based standards, such as the voluntary program described in the NOI, only 
function if they influence market behaviorsÑ buying and selling.   

At present, as the Commission itself noted in the NOI, because consumers lack 
information and understanding, their buying decisions do not on the whole factor in cyber 
security.  As a result, there is no competitive advantage to more secure technologies.  Nor 
do insecure technologies suffer a competitive disadvantage.  In fact, because less secure 
systems do not have to reflect the cost of security and the cost of their failures are 
externalized, these systems often are less expensive.  Perversely, in many cases insecure 
systems actually have the competitive upper hand.   

In order for a FCC-driven, market-based system to work, the system must be designed to 
correct for the current market failures.  And, this system must be accompanied by 
educational programs designed to encourage individual and business consumers to rely 
on these standards and use them to inform and drive their buying decisions. 
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“[Would] the public awareness of cyber security practices that could result from a 
cyber security certification program . . . contribute to broader implementation by 
industry?” 

Yes.  However, in the view of the Institute the challenge is not whether public awareness 
could drive more industry members to improve their security, seek certification, and 
market their enhanced security.  The challenge is getting the public sufficiently educated, 
aware and engaged so that industry sees security and participation as important. 

Getting consumers engaged on cyber security matters is no easy task.  Consider that 
despite extensive awareness programs by companies, Internet Service Providers, 
educational institutions and others, research suggests that the five most commonly used 
consumer passwords remain: 

¥ 123456 
¥ 12345 
¥ 123456789 
¥ Password 
¥ Iloveyou 

Moreover, despite repeated warnings, vast numbers of consumers still use the same 
passwordÑ including the five noted aboveÑ for their emails, bank accounts, health 
accounts and the like. 

In opting for a market-based approach, the FCC must take into account the inherent 
challenge that exists in impacting even the most basic consumer IT behaviors. 

In order for a market-based scheme to work, the Commission will need to focus heavily 
on public awareness and education.  If consumers donÕt use the system to actually inform 
their buying decisions, even the best system will have zero impact on the industry and 
real cyber security. 

 

“Would the advantages of a voluntary cyber security certification program 
outweigh any disadvantages of a voluntary program, i.e., that by its nature, it is not 
mandatory?” 

The inherent problem in a market-based, voluntary scheme is that it is dependent upon a 
series of variables that the FCC cannot control, namely consumer behaviors, market 
failures, and the other vagaries of the market. 

As a result, while a market-based system may appear easier to implement and more cost 
effective, the Commission must factor in the costs of managing these challenges as it 
weighs the best approach to such a scheme. 
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For example, while a mandatory scheme may cost more to implement and enforce, a 
mandatory scheme would not require a major public education campaign.  Consumers 
would benefit from the mandatory standards whether they understood the benefits or not.   

In contrast, as discussed above, a market-based system will be largely dependent upon 
the ability of the program to impact consumer decisions through education and 
awareness.  Absent adequate education resources the system will not work and any 
expenditures to create and run the program will be wasted.  To avoid this waste the FCC 
will need to budget for a significant education and awareness effortÑ and such costs must 
be factored into the decision as to what sort of approach to take (i.e., voluntary or 
mandatory). 

Moreover, there is the strong potential that a voluntary scheme, of any sort, will leave 
significant numbers of individuals and entities at cyber risk.  Even if the voluntary system 
is extremely successful, some number of individuals will still elect to go with insecure 
systemsÑ for example, opting for lower cost options.  If the voluntary scheme is less 
successful (or fails outright), still larger numbers of individuals and entities will remain at 
risk because the market options for secure systems will be limited in number and may not 
be available in all sectors and geographic areas. 

As a result, in considering a voluntary option, the Commission needs to factor in the 
cyber security risks that will remain in place even with a voluntary scheme.  The 
Commission will need to determine whether this level of continuing risk is acceptable.   

It is important to stress here that cyber security risks are not just individual risks.  
Because of its interconnectivity, cyber space is a commons.  The actions of any 
individual in this commons can and will, sooner or later, impact everyone elseÕs cyber 
security.  A technology provider (e.g., an ISP) that doesnÕt secure its system puts every 
entity and individual it is linked to at risk. 

As a number of recent reports, including one authored by General (USAF ret.) Gene 
Habiger, published by the Institute, have stressed, the cyber security risks to our nationÕs 
critical infrastructure (which are a direct result of the risks to every American) jeopardize 
our national security.  If the Commission concludes that a voluntary system will not 
significantly reduce the level of individual and national cyber risk to an acceptable 
threshold, then the FCC should reject this approach in favor or a mandatory systemÑ
even acknowledging that a mandatory approach has its own limitations. 

 

“The Commission observes that a program open to a more diverse set of entities 
may require the use of certification criteria that are so broad as to reduce the value 
of the certification program in the eyes of end-users and communications providers 
alike.  Is there merit to this observation?”  

“Should the Commission develop multiple sets of sector-specific certification 
criteria?” 
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It is the experience of the Institute that the more generalized cyber security standards are 
the less they improve real security.  As a result we agree with the FCCÕs concern that 
wider participation would likely result in weakened standards and a much less impactful 
program. 

We would encourage the Commission to look to ongoing certification schemes in both 
the public and private sectors that have dealt with this issue.  For example, Good 
Housekeeping tests and certifies thousands of different types of products, against vastly 
different sets of standards.   

By way of analogy, any Good Housekeeping standard that applied to both a toaster and 
an automobile would have little value.  Similarly, any cyber security standard that applies 
to vastly different types of technologies and enterprises will have little real value. 

However, products that pass Good HousekeepingÕs category-specific requirements from 
every sector receive a well-recognized certification: the Good Housekeeping Seal.  
Despite questions that have been raised by critics, this single seal enjoys 95 percent 
positive awareness among U.S. consumers.  Not only do consumers recognize the Good 
Housekeeping Seal but it also drives their purchasing decisions.  When considering two 
brands that are similar in price and features, 85 percent of consumers say they select the 
brand that carries the Good Housekeeping Seal.  Likewise, 87 percent of consumers state 
that the Good Housekeeping Seal influences their buying decisionsÑ more so than any 
other consumer facing certification or emblem.   

Moreover, the Good Housekeeping Seal also shows that an effective certification and 
branding program can overcome even the cost differential questions that are constantly 
raised with respect to better products (as applied to IT systems: more secure products cost 
more).  Twenty five (25) percent of consumers say that they are willing to pay a five (5) 
percent premium for products that carry the Good Housekeeping Seal; twelve (12) 
percent say that they will pay a ten (10) percent premium for Good Housekeeping Seal-
branded products.  In other words almost one-in-three consumers are willing to pay five 
percent or more for Good Housekeeping Seal-branded products.  In a competitive market, 
such as exists for IT systems and services, a unique appeal to one-third of all buyers is a 
major comparative advantageÑ one that companies will not only behave differently to 
achieve but will pay to obtain. 

Because the Good Housekeeping Seal has the proven ability to impact buying decisions, 
companies go to great lengths and expense to obtain the seal.  For example, brands whose 
products obtain the seal agree to significant advertising buys in the Good Housekeeping 
magazine.  

A similar model can be found in the Environmental Protection AgencyÕs ÒEnergy StarÓ 
certification and brand.  A 2010 study found that 56 percent of consumers are aware of 
the Energy Star emblem or brand.  And, the same number (56 percent) say that the logo 
was Òextremely importantÓ when making appliance buying decisions.   

We would encourage the Commission to follow this broad model:  the use of technology 
and sub-sector specific standards, to certify only best in breed, truly secure systems that 
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are granted the right to carry a single, easily recognized symbol of their enhanced 
security. 

To this end, the typical consumer isnÕt going to wade through tens of pages of dense 
verbiage and complex standards.  The average consumer needs an easily identifiable, 
established, simple to understand symbol that readily differentiates secure from insecure.  
(More in-depth background documentation should be kept and made publicly available to 
allow for more thorough analyses by consumers and experts as well as to demonstrate 
that the certifications are based on sound science and analytics.)   

Moreover the information presented to the consumer to create market distinctions based 
on cyber security must tie back to tangible consumer benefits.  The 2010 Energy Star 
study highlights this important element that the FCC must take into account in building 
such a program.  Thirty-two percent of consumers surveyed said that the brand was 
important to them because it represented Òsaving money,Ó not the wider environmental 
benefits upon which the programÕs messaging is focused.  Along these lines, 40 percent 
of those surveyed said the designation represented Òenergy efficientÓ; only 12 percent 
said it stood for Òprotecting the environment.Ó 

In other words, the Energy Saver Seal was useful or impactful because it provided the 
consumer a ready way to identify a personal benefitÑ al in all a major success.  Yet, this 
success notwithstanding, it did not have the same measure of connection to purpose and 
message that the Good Housekeeping Seal and other brands have shown.  Analysts 
suggest that one reason that the Energy Star brand has not established that connection is 
that, relative to other brands, it has been under promoted.  For example, while large 
numbers of appliances carry the Energy Star Seal, companies do not advertise or feature 
the Energy Star Seal nearly as much as they do the Good Housekeeping Seal. 

To be successful this program needs to present more secure IT options in a way that 
drives back to the consumerÕs real world concernsÑ not some amorphous notion of IT 
security. 

Additionally, as numerous attempts to create impactful consumer-facing seals have 
shown, the main challenge the Commission faces in developing such a system is 
branding.  As part of your efforts to educate consumers, create awareness and alter 
market behaviors you will need to create, launch and build a brand.  Building a successful 
band is a lot more than designing a cool logoÑ it is no small feat and can be extremely 
expensive.  However, if such a voluntary, market-based system is to work, the program 
must include a large, well-resourced branding component.   

A well-designed brand campaign will need to utilize all the tools that the corporate sector 
relies on when it creates brands.  For example, you will need to design a logo that is 
impactful and carries the right message; advertise to build awareness; build a strong web 
platform for this brand; buy at high levels the right search keywords; integrate broad-
ranging social media efforts to make your brand viral; partner with the companies that 
earn your brand and ask, cajole, and maybe even require them to promote their certified 
status; find a celebrity or celebrities to promote your message; carry out a strong earned 
media campaign; launch with a splash; and much more. 
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By way of comparison, consider the following brand and product launches in the 
technology sector: Microsoft spent $500 million to launch the Xbox brand and is 
spending over $100 million to merely promote its new search engine Bing; Apple, which 
has a number of brand advantages, spent over $28.5 million on just advertising (to say 
nothing about other marketing and promotions) in 2001 alone to launch its iPhone and 
iTunes brands; and Go Daddy spent approximately $2.4 million on a single Super Bowl 
ad in 2005 to help launch its brand. 

 

“The Commission seeks comment on the following four possible security objectives 
that it proposes as the starting point of the security regime: (1) secure equipment 
management; (2) updating software; (3) intrusion protection and detection; and (4) 
intrusion analysis and response.  Are these sufficient as an initial set?” 

While it is difficult to comment on the proposed objectives without seeing the underlying 
requirements, the Institute is deeply concerned that these proposed objectives will not 
result in an impactful, effective program. 

Most importantly, they seem heavily weighted towards process as opposed to results.  It 
is our concern that these objectives will, by default, be backed by standards that merely 
require companies to have a plan in place to deal with an intrusion, or a system for 
regularly patching known vulnerabilities, or a system for detecting an intrusion and 
following up on that alert.  The reliance on process over results is troubling on multiple 
levels. 

First, numerous process-oriented cyber security standards are already in place across the 
various industry sectors and, yet we remain unacceptably insecure.  These process 
requirements have not moved the cyber security needle in any meaningful way.  Nor can 
more such process standards be expected to bring about meaningful improvements to real 
cyber security, even if taken up with the best of intentions by an entity as important as the 
FCC. 

Second, process standards are not the sort of benchmarks that consumers rely onÑ nor 
should they.  The Good Housekeeping and Energy Star Seals both show the value of 
certifications that arenÕt based on amorphous process standards but hone in on things that 
really matter to the consumer: Does this product do what it says it does? Is it safe?  Does 
it protect me?  Will it breakdown constantly?  As the 2010 Energy Star survey showed, 
the consumerÕs focus is on an independent evaluation that speaks to his or her real needs. 

With respect to cyber security, the average consumer doesnÕt care that when his ISP is 
hacked, the ISP has a really good system in place to respond to the hack.  They care that 
it got hacked in the first placeÑ that their service went down, or that their identity was 
stolen or that some vulnerability might one day be used to attack our banking system, 
powergrid, or the like.  If the FCCÕs market-based certifications require only process 
improvements from industry, they will not be effective in driving consumer behaviors 
and, in turn, market forces.  



 7 

Third, the reliance on process is increasingly out of step with the technologies now being 
developed.  There are new technologies that are emerging that are inherently more secure 
than those widely relied on today.  For example, after extensive testing by the National 
Security Agency and the National Information Assurance Partnership, TenixÕs Interactive 
Link has been certified as secure against even well-funded, highly advanced threats.   

We no longer need to accept the current reality of hack and patch cyber security.  There 
are ways to actually make technologies, and the systems built upon these technologies, 
secure.  This should be the line between certified and uncertified, between market winner 
and market loserÑ not process. 

Fourth, process standards do little to drive technological change and improvement.  If 
you look at the sorts of government and government-driven standards that have had the 
most success against end state goals, you will find that the standards that forced 
technological advances have been the most impactful.   

For example, the Corporate Average Fuel Economy (CAFE) standards have been widely 
credited with significantly increasing the fuel economy of the nationÕs light-duty vehicle 
fleet.  While some of the gains in fuel economy were caused by a shift to smaller, lighter 
vehicles, other technological advances also played a key role.  Some of these 
technologies were available but not widely adopted before the standards and others were 
developed in response to the standardsÑ as automakers sought to still provide Americans 
the sorts of vehicles they wanted but meet the rules.  The creation and adoption of these 
technologies was driven to some significant measure by the technology forcing approach 
taken by the CAFE standards. 

This situation is similar to the landscape of cyber security today.  There are more secure 
technologies coming to market but they have not seen widespread adoption.  
Additionally, there is a real need for something to force our IT systems to abandon our 
current hack and patch business model, something to force technological change. 

Fifth, process standards can be validated without the sorts of testing and evaluation that 
will have the most impact on real cyber security.  None of the objectives set out above 
would necessarily require that the actual systems of a company being tested for 
certification or renewal to occur.  None of these objectives would necessarily require, for 
example, actual penetration testing.  However, penetration and other live fire tests are 
critical to gauging the true security of IT systems.  In contrast, results-focused standards 
should require these sorts of more telling evaluations be part of the program. 

If the FCCÕs voluntary, market-based system is going to pick winners and losersÑ which 
it must do to impact the market and drive changeÑ than it needs to pick winners based on 
what actually works.  Not who has the best system in place for figuring out their systems 
failed and dealing with that failure.   

We donÕt certify a buildingÕs habitability based on whether it has a system in place to 
look for crackÕs in the foundation or a plan in place to swiftly call the fire department 
after a collapse; we shouldnÕt certify cyber security based on similar process 
requirements. 
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“Given that the vast majority of U.S. communications infrastructure is privately 
controlled, once general cyber security objectives have been established could a 
certification authority—a private sector body composed of major industry stake 
holders responsibly take over the task of developing and maintaining the applicable 
security criteria?” 

AbsolutelyÑ that is if you want the program to be meaningless.    

Simply put, if industry-led efforts could make us cyber secure, we would already be 
secure and the FCCÕs action here would be unnecessary. 

Experience shows that any industry-led, -managed and -operated cyber security regime 
will inevitably become captured and tend towards the lowest common denominator.  As a 
rule, industry standards build floors not ceilings.   

Additionally, industryÕs track record with respect to cyber security standards is 
informative.  For example, in April of 2009, the Intelligence and National Security 
AllianceÕs cyber security task force, which was made up of 26 companies, provided 
recommendations to Melissa Hathaway, then senior director for cyberspace for the 
administration's National Security Council and Homeland Security Council.  The 
AllianceÕs recommendations called for the development of minimum cyber security 
standards applicable to both public and private entities.  On its face, this recommendation 
seemed ground breaking, especially coming from representatives of companies that have 
long fought more stringent cyber security standards.  However, upon further review, the 
actual standards that were called for amounted to little more than an effort to standardize 
baseline industry-wide practices, which have clearly not made our nation cyber secure.  
In response, the noted cyber security expert Alan Paller said that the strategy of charging 
the private sector to regulate cyberspace was ÔÒneither effective nor entirely in the 
national interest,Ó and reflective of Òfaith-based security, where the private sector says, 
ÒTalk to us, trust us, we will do what is needed to keep the nation secure.ÓÕ1  He went on 
to say ÒAny government official who thinks he or she should even listen to people selling 
that idea in 2009 has not been awake for the past 18 months.Ó2 

It is difficult to see how such an approach, if adopted by the FCC, would produce a 
measurably different result. 

It must be stressed that to be effective the FCC standards will need to make real market 
differentiations.  They must create not just industry-wide advantages, but advantages (and 
disadvantages) between and among competing products and services.  It is nonsensical to 
believe that an entire industry could come together to adopt standards that will undercut 
the products and services of many within that industry.  Such industry behavior would be 
irrational.   

                                                 

1 Aitoro, Jill, Industry Group Calls for Public-Private Cyber security Standards, www.nextgov.com, Apr. 
7, 2009, available at http://www.nextgov.com/nextgov/ng_20090407_6245.php. 
2 Id. 
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Moreover, to the extent that such standards are industry-led, there is the real chance that 
they will have vastly diminished credibility with the market and individual consumers.  If 
consumers see such standards as cyber security-whitewashing, or even just industry-
tainted, they will have no reason to rely on them in considering what products or services 
to buy. 

 

“[T]he Commission does not believe that it has the substantial resources needed to 
participate in the daily operation of the proposed cyber security program.  On the 
other hand, the Commission believes that the private sector does have the resources 
necessary to keep such a program functioning quickly and efficiently.” 

Absent major governmental resources, paying for such a program will require broad 
participation from across the various companies in the sector.  However, no company is 
going to actively participate in a system that undercuts its interests and promotes its 
competitors, nor should they be expected to do so.  Yet, a truly effective system will need 
to drive exactly those sorts of consumer preferences.  So, the industryÕs willingness to 
fully fund and maintain such a system may actually be in conflict with the ability of the 
FCC to drive a truly effective program that will actually increase cyber security. 

That said, the Institute believes that it is possible to create a widely adopted system 
among industry leaders, one that is compelling enough to get other industry actors to 
adopt higher levels of security to be able to share in the marketing benefits of the 
program.  We also believe that if such a system is possible, it could offset the costs of 
either government or truly independent, non-industry actor governance and oversight 
through user and/or licensing fees. 

However, if the Commission elects to adopt an industry-led program, it must retain both 
the right and authority to interject itself at any time to ensure that the certification scheme 
is functioning in the public interest and not as a meritless industry marketing scheme. 

Finally, the Institute is concerned that, if the Commission lacks the resources needed to 
oversee such a program, it will not have the resources needed to carry out the branding, 
education and awareness efforts needed to establish a viable, voluntary, market-based 
scheme. 

 

“The Commission seeks comment on the possible criteria by which participating 
network operators would be assessed.  The Commission believes that the assessment 
of any level of security must be based on objectively verifiable criteria.” 

In response to this request, the Institute reiterates its strongly held view, set out above, 
that such standards must address resultsÑ real securityÑ as opposed to pure process.   

To this end, we would recommend that the Commission should, for example, require that 
Òbefore a service provider applicant is granted a certificate, . . . the applicant [should] be 
required to demonstrate particular best practices or other steps that have been taken to 
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avert MAC spoofing, enhance the detection of it, and take effective corrective action 
once detected . . . .Ó  In fact, we believe that the FCC must go further.  It is the InstituteÕs 
position that the Commission should not just require a showing that such measures are in 
place, but should require that the applicantÕs systems be tested to ensure they actually 
work to prevent, detect and correct MAC spoofing. 

As noted above, such results-oriented evaluations are the heart and soul of the best, most 
widely adopted, and most impactful market-based certification regimes.  For example, to 
receive an Energy Star endorsement a product must meet a set of performance standards, 
not demonstrate that its manufacturer has tried really hard to cut its energy usage. 

Further, we generally agree with the Commission that standards are best based upon 
objective, clearly defined, measurable and verifiable metrics.  However, this preference 
should not preclude the use of highly effective evaluation tools, such as penetration 
testing, which require a certain degree of flexibility in how otherwise objective measures 
are applied during the evaluation process, given differences in the technologies or 
systems being tested. 

Additionally, we believe that the authority needs to have a process in place whereby any 
such standards are regularly reviewed to ensure that they are as effective as possible and 
reflect the current best practices and technologies in cyber security.  As a corollary, 
standards need to be developed not just for the initial certification of technologies but for 
ongoing re-evaluations, including when the underlying standards have been amended. 

 

“Comments are requested on how the criteria could be structured to reward greater 
transparency among service providers so that consumers are able to obtain 
important types of data needed to guide their decisions on provider selection and on 
the extent to which they can reasonably rely on the security of their IP-enabled 
services.” 

The Institute strongly agrees with the CommissionÕs premise that the program as a whole 
and the interests of consumers would be best served by a system that was transparent in 
nature, thereby affording consumers with the information upon which to make informed 
choices. 

We believe that the Commission should, for example, require that any data submitted for 
certification purposes, as well as evaluation and re-evaluation results should be required 
to be made public.  This should be a condition not just to participate in the program, but 
also to apply for the program.  

We would support a narrowly tailored, and conservatively applied, safe harbor for 
information that was truly proprietary or confidential in nature.  However, we would 
stress that the fact that a technology or service failed a test, or somehow passed but failed 
poorly, is not proprietary or confidential information. 
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Moreover, we believe that to be useful to the consumer, the program needs to do more 
than just present what may be highly technical data to the public.  It should develop user-
friendly tools to enable non-technical audiences to consider the underlying data. 

 

“Accordingly, the Commission seeks comment on whether a certification authority 
should be open to all segments of the potentially affected industries .  . . . . The 
Commission seeks comment on whether any potentially interested groups or entities 
should also be involved.” 

It is the InstituteÕs view that the certification authority should include industry 
representation from all potentially affected industries. 

However, to the extent that the certification authority is run and dominated by industry, 
there is the real likelihood that the certification regime will be meaningless: the 
certifications will be tainted and discounted; the program will have no impact on the 
market; and, as a result, there will be no appreciable impact on actual cyber security. 

Given this serious risk, it is critical that the certification authorityÕs leadership also 
include a balance of members drawn from outside industry.  Such other authority leaders 
should specifically include nongovernmental individuals who represent the public 
interestÑ the interests of consumers, citizens and the nation in cyber security.  Other 
authority leaders should be drawn from the ranks of academia and government. 

Such an approach is in the best interests of all stakeholdersÑ including the more secure, 
leading industry actors who will only be drawn to a program that actually has credibility 
and impact. 

 

“Accordingly, the Commission seeks comment on whether it would be necessary for 
the authority to reach its decisions through a process that appropriately preserves 
the rights of all affected parties.” 

The Institute believes that the authority should act in a manner that is transparent and 
protects the rights of all stakeholders.   

We would, however, stress that this should include the rights of non-industry 
stakeholders, to include consumers and others who will come to rely upon the authorityÕs 
actions. 

For example, there should be a process in place whereby members of the public can 
comment on the actions and proposed actions of the authority.  Additionally, if a certified 
entity demonstrates a record of cyber security failures, there should be a process in place 
whereby members of the public can petition to have that certification revoked.  
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“[S]hould an independent auditor accreditation body, composed of private sector 
entities with relevant expertise, be responsible for establishing the requirements 
auditors must meet to be accredited to conduct cyber security assessments under the 
regime proposed today?” 

Yes.  It is our position that it is vital that standards for auditors be independently 
developed and implemented.   

 

“Should the Commission prohibit the members of the assessment standards body 
and their affiliates from serving as auditors in the network security program?” 

[T]he Commission seeks comment on whether a cyber security certification 
authority and the entities serving on it be prohibited from serving as auditors under 
the program.” 

In order to reduce potential conflicts of interest, auditors should not be permitted to serve 
within the certification authority.   

However, all these processes and bodies should be regularly informed by and include the 
non-voting participation of the auditor community.  To this end, the FCC might consider 
having the auditor community be represented by a non-practicing auditor representative 
within these various bodies. 

Most importantly, in addition to the efforts to reduce conflicts noted above, the 
Commission must require that no auditor may separately conduct any other work for, or 
otherwise be paid by, the companies in these sectors, to include their subsidiaries, 
parents, affiliates and the like.  The latest financial crisis clearly shows the inherent risks 
that occur when a certifier or auditor is allowed to function as a form of consultant, 
vendor, service provider or advisor to the very companies they are charged with 
evaluating. 

 

“[W]hat should be the duration of the certificate?” 

The Institute shares the CommissionÕs view that cyber security technologies are rapidly 
and ever evolving.  Additionally, cyber threats are constantly changing.  A certification 
program that does not account for this evolving landscape will have diminished value. As 
a result it is our view that certifications should be of limited duration, no longer than a 
year in length. 

However, to increase the efficiencies for certified entities, we recommend that the 
process for re-evaluation might be streamlined and focus on changing requirements and 
threats. 
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“Should a procedure be established to revoke or suspend a security certificate 
before its expiration date . . . .?” 

If the market sees a pattern of security failures by certified entities, then the program will 
lose all credibility.  If the program loses credibility with the market, with consumers, then 
it will fail.  The program needs to have standards in place for evaluating security failures 
and, when appropriate, de-certifying the non-performing entity. 

As noted above, we also recommend that the procedures of the authority should explicitly 
provide for a vehicle whereby stakeholders, to include consumers, can petition for the 
removal of a certificate based on the entityÕs failed performance. 

 

 

 

The Cyber Secure Institute greatly appreciates the opportunity to provide comments to 
the Commission on the proposed Cyber Security Certification Program. 

If the Commission has any questions or desires to discusses these comments, we would 
be delighted to do so with you or your staff at any time. 

Any communications regarding these comments may be directed to: 

Robert Housman 
Executive Director 
 
The Cyber Secure Institute 
1100 New York Avenue, NW, Suite 750W 
Washington, DC 20005 
 
www.cybersecureinstitute.org 
 
Phone: 202-289-7999 
Email: rhousman@cybersecureinstitute.org 
 

 

About the Institute 

The Cyber Security Institute is an analysis and advocacy institute dedicated to serving as 
the voice for effective cyber security.  We were founded in 2008. 

Our goals are to: 

¥ Raise awareness of the cyber threats faced by the nation, companies, and 
individuals. 
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¥ Advocate for stronger cyber security standards. 
¥ Promote the deployment of best available cyber security technologies to protect 

governments, critical infrastructure and individual citizens. 

Unlike most cyber security-focused groups, we are not an industry or trade association. 
We are also not a think tank per se. While we carry out high-level analytical work, our 
purpose is not to solely study issues; our role is to drive awareness and change. 

We are headquartered in Washington, DC. 


