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On behalf of the Cyber Secure Institute (the Institute) the following comments are
submittedo the Federal Communications Commissiore @ECC or the Commission) in
response tthe FCCOs Proposed Rulemaking, Cyber Security Certification Program, PS
Docket No. 1093; FCC 1663, May 11, 201@the NOI)

Thesecomments track and seek to respond tcsthexificcomments anduestions the
FCClaid outin the NOI.

“|T]he Commission hopes to create a significant incentive for all providers to
increase the security of their systems and improve their cyber security. Would the
program envisioned meet this goal?”

The short answer is it depends. order for such a program to work, the actual standards
for certification musberigorous and sictly audited and/or enforcedhey must draw
clear distinctionsl they must creatmarketwinners and losers.

Market based standards, such as the voluntary program described in the NOI, only
function if they influence market behavibr®uying and selling.

At present, as the Commission itself noted in the M@&tause consumers lack

information and understandindpetir buying decisions do not on the whole factor in cyber
security. As a result, there is no competitive advantage to more secure technologies. Nor
do insecure technologies suffer a competitive disadvantage. In fact, because less secure
systemsdo not lave to reflect the cost of security and the cosheir failures are
externalizedthese systems often are less expensive. Perversely, in maninsasase

systems actually have the competitive upper hand.

In order for a FC&lIriven, markebased sytem to work, the system must be designed to
correct for the arrent market failures. And, this systemust be accompanied by
educational programs designed to encourage individual and business consumers to rely
on these standards and use them to informdaind their buying decisions.



“|Would] the public awareness of cyber security practices that could result from a
cyber security certification program . . . contribute to broader implementation by
industry?”

Yes. However, in the view of the Institute ttfgallenge is not whether public awareness
could drive more industry members to improve their security, seek certification, and
market their enanced security. The challengggetting the public sufficiently educated,
aware and engaged so that indusé®sssecurity and participation as important.

Getting consumers engaged on cykecurity matters is no easyka Consider that
despite extensive awareness programs by companies, Internet Service Providers,
educational institutions and others, researguyssts that the five most commonly used
consumer passwords remain:

¥ 123456

¥ 12345

¥ 123456789
¥ Password
¥ lloveyou

Moreover, despite repeated warnings, vast numbers of consumers still use the same
passwordll including the five noted aboiefor their emails, bank aoants, health
accounts and the like.

In opting for a markebased approach, the FCC must take into account the inherent
challenge that exists in impacting even the most lwagisumelT behaviors.

In order for a markebbased scheme to work, the Commissiolh need to focus heavily

on public awareness and education. If consumers donOt ussténe teyactually inform
their buying decisions, even the best system will have zero impact on the industry and
real cyber security.

“Would the advantages of a voluntary cyber security certification program
outweigh any disadvantages of a voluntary program, i.e., that by its nature, it is not
mandatory?”

The inherent problem in a markedsed, voluntary scheme is that it is dependent upon a
series of variables th#tte FCC cannot control, namely consumer behaviors, market
failures, and the other vagaries of the market.

As a result, while a markétased system may appear easier to implement and more cost
effective, the Commissiomustfactor in the costs of managj these challenges as it
weighs the best approach to such a scheme.



For example, while a mandatory scheme may cost more to implement and enforce, a
mandatory scheme would not require a major public education campaigsurers
would benefit from the mandatostandads whether they understoodethenefits or not.

In contrast, as discussed above, a manksed system will be largely dependent upon

the ability of the program to impact consumer decisions through education and
awareness. Absent adequate adioo resources the system will not work and any
expenditures to create and run the program will be wasted. To avoid this waste the FCC
will need to budget for a significant education and awarenessiefiod such costs must

be factored into the decisi@s to what sort of approach to take (i.e., voluntary or
mandatory).

Moreover, there is the strong potential that a voluntary scheme, of any sort, will leave
significant numbers of individusland entities at cyber risk. Evéithevoluntary system

is extemely successful, some number of individuals will still elect to go with insecure
system8l for example, opting for lower cost options. If the voluntary scheme is less
successful (or fails outright), still larger numbers of individuals and entities willireat

risk because the market options for secure systems will be limited in number and may not
be available in all sectors and geographic areas.

As a result, in considering a voluntary option, the Commission needs to factor in the
cyber security risks #t will remain in place even with a voluntary scheme. The
Commission will need to determine whether this level of continuing risk is acceptable.

It is important to stress here that cyber security risks are not just individual risks.
Because of itinterconnectivity, cyber space is a commoiikeactions of any

individual in thiscommonscan and will, sooner or later, impact everyone elseOs cyber
security A technology provider (e.g., an ISP) that doesnOt secure its system puts every
entity and indvidual it is linked to at risk.

As a number of recent reports, including one authored bei@GefSAF ret) Gene
Habiger, published by the Institute, have stresgedgcyber security risks to our nationOs
critical infrastructure (which are a direct résaf the risks to every American) jeopardize
our national securitylf the Commission concludes that a voluntary system will not
significantly reduce the level of individual and national cyber risk to an acceptable
threshold, then the FCC should rejdistapproach in favor or a mandatory system
even acknowledging that a mandatory approach has its own limitations.

“The Commission observes that a program open to a more diverse set of entities
may require the use of certification criteria that are so broad as to reduce the value
of the certification program in the eyes of end-users and communications providers
alike. Is there merit to this observation?”

“Should the Commission develop multiple sets of sector-specific certification
criteria?”



It is theexperience of the Institute that the more generalized cyber security standards are
the less they improve real security. As a result we agree with the FCCOs concern that
wider participation would likely result in weakened standards and a much less urhpactf
program.

We would encourage the Commission to look to ongoing certification schemes in both
the public and private sectors that have dealt with this issue. For example, Good
Housekeeping tests and certifies thousands of different types of produotist agstly
different setof standards.

By way of analogy, @y Good Housekeepinstandardhatapplied to both a toaster and
an aubmobile would have little value. Similarlgny cybe security standard that applies
to vastly different types of techraglies and enterpris&gll have little real value.

However,products that passood HousekeepingOs categspgcific requirements from
every sectoreceivea weltrecognized certificatiarthe Good Housekeeping8&l.

Despite questions that have beaisal by critics, this singleeal enjoys 95 percent
positive awareness among U.S. consumaist only do consumers recognize theod
Housekeepingeal but it also drives their purchasing decisions. When coimgjden
brands that are similar in price afeétures, 85 percent of consumers say they select the
brand that carries th@ood Housekeepingeal. Likewise, 8 percentof consumers state
that theGood Housekeepingeal influences their buying decisibhmore so than any
other consumer facing certification or emblem.

Moreover, the&5ood Housekeepingeal also shows that an effective certification and
branding program can overcome even the cost differential quesiatrere constantly
raised with respect to better products (as applied to IT systems: more secure products cost
more). Twenty five (25) percenf consumers sahat they are willing to pay a five (5)
percent premim for products that carry the Good Hdkeseping 8al; twelve (12)
percent say that they will pay a ten (I8§rcent premium fo6ood Housekeepingeat
branded products. In other words almost-omthree consumers are willing to pay five
percent or more faGood Housekeeping§eatbranded produs. In a competitive market,
such as exists for IT systems and services, a unique appeattturdre all buyers is a
major comparative advantag@ne that companiasill not only behave differentlio
achievebutwill pay to obtain.

Because the Good ldeekeeping Seal has the proven ability to impact buying decisions,
companies go to great lengths and expense to obtain the seal. For example, brands whose
products obtain the seal agree to significant advertising buys in the Good Housekeeping
magazine.

A similar model can be found in the Environmental Protection AgencyOs OEnergy StarO
certification and brandA 2010 study found that 56 percent of consumers are aware of
the Energy Star emblem or brand. And, the same number (56 percent) say that the logo
was Oextremely importantO when making appliance buying decisions.

We would encourage the Commission to follow this broad model: the use of technology
and subsector specific standards, to cerwiyly best in breed, truly secure systems that



are grantedhe right to carry a single, easily recognized symbol of their enhanced
security.

To this end, le typical consumer isnOt going to wade throeigh ofpages of dense

verbiage and complex standards. The avecagsumer needaasily identifiable,
estdlished, simple to understand symbol that readily differentiates secure from insecure.
(More in-depth background documentation should be kept and made publicly available to
allow for more thorough analyses by consumers and experts as well as to demonstrat
that the certifications are based on sound science and analytics.)

Moreover the information presented to the consumer to create market distinctions based
on cyber security must tie back to tangible consumer benefits. The 2010 Energy Star
study highlidnts this important element that the FCC must take into account in building
such a program. Thirtiwo percent of consumers surveyed said that the brand was
important to them because it represented Osaving money,O not the wider environmental
benefits uponwvhich the programOs messaging is focused. Along these linpescéat

of thosesurveyed saicthe designatiomepresented Oenergy efficieraflly 12 percent

said it stood for Oprotecting the environment.O

In other words, the Energy Saver Seal was usefuhpactful because it provided the
consumer a ready way to identify a personal bekeifitin all a major success. Yet, this
success notwithstanding, it did not have the same measure of connection to purpose and
message that the Good Housekeeping Sehbther brands have shown. Analysts

suggest that one reason that the Energy Star brand has not established that connection is
that, relative to other brands, it has been under promoted. For example, while large
numbers of appliances carry the Energy Skzal, companies do not advertise or feature

the Energy Star Seal nearly as much as they do the Good Housekeeping Seal.

To be successful this program needs to present more secure IT options in a way that
drives back to the consumerOs real world conderossome amorphous notion of IT
security.

Additionally, as numerouattempts to create impactitbnsumeisfacingseals have
shown, the main challenge the Commission faces in develspgiga systers

branding. As part of your eff@to educate consumerseate awareness and alter
market behaviors you will need ¢oeate, launch anglild a brand. Building a successful
band is a lot more than designing a cool ¥gbis no small feat and can be extremely
expensive. However, if such a voluntary, maitk@sed system is to work, the program
must include a large, welesourced branding component.

A well-designed brandampaigrwill need to utilize all the tools that the corporate sector
relies on when it creates brand=or example, gu will need to degn a logo that is
impactfuland carries the right messageyertise tduild awarenesdyuild a strog web
platform for this brand; buy at high levels the right search keywords; intdyysd

ranging social media effts to make your brand virgdartner with the companies that

earn your brand and ask, cajad@dmaybe even require them poomote their certified
status; find a celebrity or celebrities to promote your message; carry out a strong earned
media campaign; launch with a splash; andmmore.



By way of comparisorgonsider the following brand and product launches in the
technology sectoMicrosoft spent $500 million to launch the Xbox brand and is
spending over $100 million to merely promote its new search engine Bing; Apple, which
hasa number of brand advantages, spent over $28.5 million on just advertising (to say
nothing about other marketing and promotions) in 2001 alone to launch its iPhone and
iTunes brandsandGo Daddy spent approximately $2.4 million on a single Super Bowl
adin 2005 to help launch its brand.

“The Commission seeks comment on the following four possible security objectives
that it proposes as the starting point of the security regime: (1) secure equipment
management; (2) updating software; (3) intrusion protection and detection; and (4)
intrusion analysis and response. Are these sufficient as an initial set?”

While it is difficult to comment on the proposed objectives without seeing the underlying
requirements, the Institute is deeply concerned that thesesapbjectivesvill not
result in an impactful, effective program

Most importantly they seem heavily weightéolwards process as opposed to results. It
is our concern thahese objectives will, by default, be backed by standards that merely
require corpanies to have a plan in place to deal with an intrusion, or a system for
regularly patching known vulnerabilities, or a system for detecting an intrusion and
following up on that alert. The reliance on process over results is troubling on multiple
levels

First,numerougrocessoriented cyber securitstandardsirealready in place across the
various industry sectoend, yetwe remain unacceptably insecufEhese process

requirements have not moved the cyber security needle in any meaningful waganNor

more such process standards be expected to bring about meaningful improvements to real
cyber security, even if taken up with the best of intentions by an entity as important as the
FCC.

Second, procesgandards are not the sortb@chmarkshat conamers rely ol nor

should they. e Good Housekeeping and Energy Star Seals both show the value of
certifications that arenOt based on amorphous process standards but hone in on things that
really matter to the consumer: Does this product do what it sedges? Is it safe? Does

it protect me? Will it breakdown constantly® the 2010 Energy Star survey showed,

the mnsumedsocus is oran independent evaluation that speaks to his arclaéneeds.

With respect to cyber security, the average consumesnOt care that when his ISP is
hackedthe ISPhas a really good system in place to respond to the hack. They care that
it got hacked in the first plabethattheir service went down, or that their identity was
stolen or that some vulnerability mighteoday be used to attack our banking system,
powergrid, or the like.If the FCCOs markbaised certifications require only process
improvements from industry, they will not be effective in driving consumer behaviors
and, in turn, market forces.



Third, thereliance on process is increasingly out of step with the technologies now being
developed. There are new technologies that are emerging that are inherently more secure
than those widely relied on todaffor example, after extensive testing by the Naiion

Security Agency and the National Information Assurance Partnership, TenixOs Interactive
Link has been certified as secure against evenfueatled, highly advanced threats.

We no longemeed to accept the current reality of hack and patch cybertgeclinere

are ways to actually make technologies, and the systems built upon these technologies,
secure. This should be the line between certified and uncertified, batvegket winner

and market losé not process.

Fourth, process standards do littledtove technological change and improvemdit.
you look at the sorts of government and governrdenen standards that have had the
mostsuccess againsnd state goals, you will finthat the standards that forced
technological advances have been the most impactful.

For examplethe Corporate Average Fuel Economy (CAFE) standards have been widely
credited with significantly increasing the fuel economy of the nationOsllighvehicle

fleet. While some of theains in fuel economy were caused by a shift to smaller, lighter
vehicles, other technological advances also played a key role. Some of these
technologies were available but not widely adopted before the standards and others were
developed in response toetstandards as automakers sought to still provide Americans

the sorts of vehicles they wanted but meet the rules. The creation and adoption of these
technologiesvasdriven to some significant measure by the technology forcing approach
taken by the CAFEBtandards.

This situation is similar to the landscape of cyber security today. There are more secure
technologies coming to market but they have not seen widespread adoption.
Additionally, there is a real need for something to force our IT systemsnd@baur
currenthack and patch business model, something to force technological change.

Fifth, process standards can be validated without the sorts of tastireyaluatiothat
will have the most impact on real cyber securijone of the objectives tseut above
would necessarily require that the actual systems of a companytésied for
certification or renewal to occuMNoneof these objectivesould necessarily require, for
example, actual penetration testing. However, penetration and othérditests are
critical to gauging the true security of IT systens.contrast, @sultsfocused standards
should require these sorts of more telling evaluati@npart of the program

If the FC@woluntary, markebased system is going to pick winsend losei§ which

it must do to impact the market and drive chahgfean it needs to pick winners based on
what actually works. Not who has the best system in place for figuring out their systems
failed and dealing with thdailure.

We donOt certify lauildingO#abitability based owhether it has: system in place to

look for crackOs in the foundation or a plan in place to swiftly call the fire department
after a collapse; we shouldnOt certify cyber security based on similar process
requirements.



“Given that the vast majority of U.S. communications infrastructure is privately
controlled, once general cyber security objectives have been established could a
certification authority—a private sector body composed of major industry stake
holders responsibly take over the task of developing and maintaining the applicable
security criteria?”

AbsoluteyN that is if you want the program to be meaningless.

Simply put, if industryled efforts could make us cyber secure, we would already be
secure and the FCCaggion here would be unnecessary.

Experience shows that any induskegl, -managed anebperated cyber security regime
will inevitably become captured and tend towards the lowest common denomifatar.
rule, industry standards builioors not ceilings

Additionally, industryOs track record with respect to cyber security standards is
informative. For example, in April of 2009, tHatelligence and National Security
AllianceOs cyber security task force, which was made up of 26 companigdad
recommendations to Melissa Hathawalgensenior director for cybspace for the
administration's Nationalegurity Council and Homeland SecurityoGreil. The

AllianceOs recommendations called fordé&eelopmenbf minimum cyber security
standards applicabte both public and private entities. On its face, this recommendation
seemed ground breaking, especially coming from representatives of companies that have
long fought more stringent cyber security standards. However, upon further review, the
actual stadards that were called fomunted to little more than an effort to standardize
baselinandustrywide practices, which have clearly not made our nation cyber secure.

In response, the noted cyber security expert Alan Paller said that the strateggiofgchar
the private sector to regulate cyberspace was OOneither effective nor entirely in the
national interest,O and reflective of Ofadked security, where the private sector says,
OTalk to us, trust us, we will do what is needed to keep the nation.6¥0He went on

to say @ny government official who thinks he or she should even listen to people selling
that idea in 2009 has not been awake for the past 18 m@nths

It is difficult to see how such an approatftadopted by the FCGvould produce a
measurably different result.

It must be stressed that be effective the FCC standards will need to enadal market
differentiations. They mustreate not just industiwide advantages, but advantagmsd
disadvantaged)etween and anmg competingproducts and services. It is nonsensical to
believe that an entire industry could come together to adopt standards that will undercut
the products and services of many within that industry. Such industry behavior would be
irrational

! Aitoro, Jill, Industry Group Calls for Publi®rivate Cyber securityStandardswww.nextgov.comApr.
7, 2009, available dittp://www.nextgov.com/nextgov/ng_2009046245.php
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Moreover, to the extent that such standards are indlestlyhere is the real chance that
they will have vastly diminished credibility with the marketd individuakconsumers. If
consumers sesuch standardsscyber securitywhitewashing, or even just ingluy-

tainted, they will have no reasonrely onthem in considering what products or services
to buy.

“|T]he Commission does not believe that it has the substantial resources needed to
participate in the daily operation of the proposed cyber security program. On the
other hand, the Commission believes that the private sector does have the resources
necessary to keep such a program functioning quickly and efficiently.”

Absent major governmental resourcesyipg for such a program will require broad
paricipation from across the various companiethe sector. Howeveno company is

going to actively participate in a system that undercuts its interests and promotes its
competitors, nor should they b&pected to do so. Yet,truly effective system wiheed

to drive exactly those sorts of consumer preferences. So, the industryOs willingness to
fully fund and maintain such a system may actually be in conflict with the ability of the
FCC to drive a truly effective program thatlveictually increase cydr security

That said, the Institute believes that it is possible to create a widely adopted system
among industry leaders, one that is compelling enough to get other industry actors to
adopt higher levels of security to be able to share in the marlketivefits of the
program. We also believe that if such a system is possible, it could offset the costs of
either government or truly independent, findustry actor governance and oversight
through user and/or licensing fees.

However, if the Commission els to adopt an industigd programijt must retain both
the right and authority to interject itself at any time to ensure that the certification scheme
is functioning in the public interest and not as a meritless industry marketing scheme.

Finally, the hstitute is concerned that, if the Commission lacks the resources needed to
oversee such a program, it will not have the resources needed to carry out the branding,
education and awareness efforts needed to establish a viable, voluntary;basekiet
schene.

“The Commission seeks comment on the possible criteria by which participating
network operators would be assessed. The Commission believes that the assessment
of any level of security must be based on objectively verifiable criteria.”

In response tdhis request, the Institute reiterates its strongly held view, set out above,
that such standards must address rdsuktsl securitil as opposed to pure process.

To this end, we would recommend that the Commission should, for example, require that
Obefore service provider applicant is granted a certificate, . . . the applicant [should] be
required to demonstrate particular best practices or other steps that have been taken to



avert MAC spoofing, enhance the detection of it, and take effective corrective a

once detected . . . .O In fact, we believe that the FCC must go further. It is the InstituteOs
position that the Commission should not just require a showing that such measures are in
place, but should require that the applicantOs systems bddestedre they actually

work to prevent, detect ammdbrrectMAC spoofing

As noted above, such resutisented evaluations are the heart and soul of the best, most
widely adopted, and most impactful markeised certification regimeg-or example, to
receive an Energy Star endorsement a product must metebfperformance standasd
not demonstrate that its manufacturer has tried really hard to cut its energy usage.

Further, we generally agree with the Commission that standartestrbased upon
objectve, clearly defined, measurable aratifiablemetrics. However, this preference
should not preclude the use of highly effective evaluation tools, such as penetration
testing, which require a certain degree of flexibility in hoheoivise objective measures
are appliedluring theevaluation process, given differences in the technologies or
systems being tested.

Additionally, we believe that the authority needs to have a process in place whereby any
such standards are regularly revesl to ensure that they are as effective as possible and
reflect thecurrentbest pratices and technologies in cyber securiys a corollary,

standards need to be developed not just for the initial certification of technologies but for
ongoing reevaludions, including wheithe underlying standards have been amended.

“Comments are requested on how the criteria could be structured to reward greater
transparency among service providers so that consumers are able to obtain
important types of data needed to guide their decisions on provider selection and on
the extent to which they can reasonably rely on the security of their IP-enabled
services.”

The Institute strongly agrees with the CommissionOs premise that the program as a whole
and the interests of cenmers would be best served by a system that was transparent in
nature, thereby affording consumers with the information upon which to make informed
choices.

We believe that the Commission should, for example, require that any data submitted for
certificaion purposes, as well as evaluation andvaluation results should be required

to be made public. This should be a condition not just to participate in the program, but
also to apply for the program.

We would support a narrowly tailored, and consevedyiapplied, safe harbor for

information that was truly proprietary or confidential in nature. However, we would

stress that the fact that a technology or service failed a test, or somehow passed but failed
poorly, is not proprietary or confidential infoation.
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Moreover, we believe that to be useful to the consumer, the program needs to do more
than just present what may be highly technical data to the public. It should develop user
friendly tools to enable netechnical audiences to consider the undeg data.

“Accordingly, the Commission seeks comment on whether a certification authority
should be open to all segments of the potentially affected industries . . ... The
Commission seeks comment on whether any potentially interested groups or entities
should also be involved.”

It is the InstituteOs view that the certification authority should include industry
representation from all potentially affected industries.

However, to the extent that the certification authority is run and dominated byryndust
there is the real likelihood that the certitioa regime will be meaninglesthe
certifications will be tainted and discounted; the program will have no impact on the
market; and, as a result, there will be no appideiimpacbn actual cyber secity.

Given this serious risk, it is critical that the certification authorityOs leadership also
include a balance of members drawn from outside industry. Such other authority leaders
should specificallynclude nongovernmental individuals whepresentte public

interesN the interests of consumers, citizens and the natiogber security Other

authority leaders should be drawn from the ranks of academia and government.

Such an approach is in the best interests of all stakehlitetsiding the moreecure,
leading industry actors who witinly be drawn to a program that actually has credibility
and impact.

“Accordingly, the Commission seeks comment on whether it would be necessary for
the authority to reach its decisions through a process that appropriately preserves
the rights of all affected parties.”

The Institute believes that the authority should act in a manner that is transparent and
protects the rights of all stakeholders.

We would, however, stress that this should include the rights eindoistry N
stakeholders, to include consumers and others who will come to rely upon the authorityOs
actions.

For example, there should be a process in place whereby members of the public can
comment on the actions and proposed actions of the authoritytiohadly, if a certified
entity demonstrates a record of cyber secuatlures, there should be a process in place
whereby members of the public can petition to have that certification revoked.
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“[S]hould an independent auditor accreditation body, composed of private sector
entities with relevant expertise, be responsible for establishing the requirements
auditors must meet to be accredited to conduct cyber security assessments under the
regime proposed today?”

Yes. It is our positionthat it is vital that standards for auditors be independently
developed and implemented.

“Should the Commission prohibit the members of the assessment standards body
and their affiliates from serving as auditors in the network security program?”

[TThe Commission seeks comment on whether a cyber security certification
authority and the entities serving on it be prohibited from serving as auditors under
the program.”

In order to reduce potential conflicts of interest, auditors should not be permitesgdo s
within the certification authority

However, all these processes and bodies should be regularly informed by and include the
nonvoting participation of the auditor community. To this ethé, FCC might consider
havingthe auditor communitipe repreented bya nonpracticingauditor representative

within thesevariousbodies.

Most importantly, in addition to the efforts to reduce conflicts noted above, the
Commission must require that no auditor may separately conduct any other work for
otherwisebe paid bythe companies in these sectors, to include their subsidiaries,
parents, affiliates and the like. Tlaest financial crisis clearly shows the inherent risks
that occur when a certifier or auditor is allowed to function as a form of cortsultan
vendor, service provider or advisorthe very companies they are charged with
evaluating

“IW]hat should be the duration of the certificate?”

The Institute shares the CommissionOs view that cyber security technologies are rapidly
and ever evolvingAdditionally, cyber threats are constantly changing. A certification
program that does not account for this evolving landscape will have diminished value. As
a result it is our view that certifications should be of limited duration, no longer than a
yearin length.

However, to increase the efficiencies for certified entities, we recommend that the
process for reevaluation might be streamlined and focus on changing requirements and
threats.
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“Should a procedure be established to revoke or suspend a security certificate
before its expiration date . ...?”

If the market sees a pattern of security failures by cerifireies then the program will

lose all credibility. If the program loses credibility with the market, with consumers, then
it will fail. T he program needs to have standards in place for evaluating security failures
and, when appropriate, -@ertifying thenonperformingentity.

As noted above, walso recommend théte procedures of the authority should explicitly
provide for a vehicle wheby stakeholders, to include consumers, can petition for the
removal of a certificate based on the entityOs failed performance

* ¥ ok

The Cyber Secure Institute greatly appreciates the opportunity to provide comments to
the Commission on the proposed CyBecurity Certification Program.

If the Commission has any questions or desires to discusses these comments, we would
be delighted to do so with you or your staff at any time.

Any communicationsegarding these comments may be directed to:

Robert Housman
Executive Director

The Cyber Secure Institute
1100 New York Avenue, NW, Suite 750W
Washington, DC 20(®

www.cybersecureinstitute.org

Phone: 202897999
Email: rhousman@cybersecureinstitute.org

About the Institute

The Cyber Security Institute is @malysis and advocacy institute dedicated to serving as
the voice for effective cyber securityVe were founded in 2008.

Our goals are to:

¥ Raise awareness of the cyber threats faced by the nation, companies, and
individuals.
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¥ Advocate for strongeryber seurity standards.
¥ Promote the deployment of best availabber securityechnologies to protect

governments, critical infrastructure and individual citizens.

Unlike mostcyber securityffocused groups, we are not an industry or trade association.
We are &0 not a think tank per se. While warry outhigh-level analytical work, our
purpose is not to solely study issues; our role is to drive awareness and change.

We are headquartered in Washington, DC.
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