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I. INTRODUCTION

On January 12, 2010 Internet giant Goadylepped a bombshell, announcing that it may
withdraw from the Chinese market. GoogleOs announcearaeeas the company

disclosed that it had suffered a series of highly sophisticated and targeted attacks. Google
said that it has conclusive evidence tifgise attacks originated in China.

Since that announcement Google has moved cautiously and taken no obvious steps to
make good on its threat.

Nevertheless, GoogleOs mere threat is a serious action. China is the worldOs third largest
economy. By users it is the worldOs largest Internet maBketgle already maintains a

major footprint in China, including sesad hundred employees. Google is thember

two search enginm Ching trailing Baidu(with 63 percent of the market). Even so,

analysts estimate GoogleOs revenues in China total between $200 and $609 anillion

figure Google has set its sights on growingstantially. GoogleOs threat to leave this

market is an unprecedented stepdeitnonstrates
a level of seriousnesdbout cyber security that is Google()s action
rarelymatched ireithertheprivateor public demonstrates a level of

sectors. )
seriousness about cyber
A great deal of attention has been focused on tHESIaINVAUERENETE)Y
hacking of Google. Howevethe Internet giaN  IESEV{olal=Yo RTA RIS MIN S V1S
gnd even the 20 plus other compamtloned or public sectors.
in the Google repor$ wasonly the tip of the
iceberg. Similar attacks in advance of the Good
attacks were waged agaimstitiple energy
companiesand defense caraictors.

Moreover, this string of attacks barely a fraction of the overall threat to the private
sector. Attacks on private IT systems have compromised the nationOs largest bill
payment system, the nationOs largest credit card processor, one abti@@sriatgest
pharmacies, one of the nationOs largest oil companies, the nationOs largest defense
contractorand a number of the nationOs biggest retailigse attacksaveturned off

the power across much of Florida, compromised millions of Amesqgag®onal records,
repeatedly compromised the ubiquis Microsoft operating system aimflectedscores

of social media outlets.

The numbers here are staggerifidne 2009 benchmarktudyby the Ponemon Institute
determined that the average cost to agamy from a data breach reacl&&d6é millionin
2009, up from$6.3 million in 2007and $4.7 million in 2006.

The 2009 breach @ single company{eartland Payment Systemsipacted roughly

100 milliontransactions per montht i$ difficult to pinpointthe cost of this single attack,
however Heartlandecentlyagreed to pay Visa $60 million to settle the credit card
companyOs claifisand that doesnOt speak to the claims of all the other iasdenthers
caught up in the attack.



II. THE CHALLENGE OF WILL

While the threats are only growing, the private sectorOs resporsehasdequate and
inconsistent at best.

A recent survey by the Center For Strategic International Studies of 600 IT security
executives found that twihirds reported significarduts to their budgets. Twenty five
percent reported that such cuts were greater than 15 percent. Most disturbingly, the
sectors reporting the deepest cuts were vital critical infrastructure sectors like energy, oll
and gas.These conclusiomls arebolsteed by a2009 Price Waterhouse Cooper study
foundthat 47 percent of companies atdtingtheir information scurity budgets

The challenge isnOt lack of awarenesgyorate leadensnderstandheseriousness of the
threat. The CSIS studyound that40 percent oSecurityexecutives expect a major
cybersecurity attadk one causing an outage of at least 24 hours, the loss of life, and/or
the demise of a compalNyin their specific industriabector within the next year. Eighty
percent expect the same softattack in the next five years.

The problem is that within senionost corporate leadershigbersecurity continues to be
seenpredomnantly in terms of budgetspst and return on investme(ROI). To this

end, the CSIS survey respondents said that the biggest limiting factor on cybersecurity
Ocost.O

Moreover the trendrie here is troubling Corporate leaders repagtowing cubts about

the return on investentfrom the millions oftybersecuritydollars that companies spend.
"Security confidence seems to be waning. Respondents are spending more money and
implementing ew capabilities, but overall they seem to be unsure about how truly
effective their efforts really are toward ensuring security," said Ted DeZabala, principal
at Deloitte & Touche LLP and U.S. leader of DelgtSecurity & Privacy &vices,
discussing rsults of the 2010

CSO Magazine survey on IT (Ve aWe]Rig[Nelelgolo] ) CRS=I0 (o] @ TS

security. This sense of resisted change, even while paying lip
disparity will only create

further corporate sector
unwillingness to make major
investments in and behavioral changes in furtherance efsgbturity; companies are
loathto spend moneyra devote otheresources without ROI

service to the need for better security.

As a result, in contrast to GoogleOs tough cybersecurity line with China, much of the
corporate sector has resisted change, even while paying lip service to the need for better
security.

Last yearthe Business Softare Allianceand TechAmerica, whictepresents Cisco,
IBM, Microsoft, Intel and more than 1,000 other companies exgtaggposition to a
fairly balancectybersecurity bill, proposed by Senatag Rockefeller and Olympia
Snow because the legislation éated the National Institute for Standards and
Technology to develop software security standésdgechnologiesised in critical
systems. As a resuthe legislation was watered down to call for NIST to merely



develop Omeasurable and auditableO risthbearks and best practices. There is, of
course, no requement that anyone do anything with such benchmarks and practices
And, given that there are already scores of well considered compilations of risk metrics
and best practices out there, one istleivonder how much of an impact this legislation
will have if any at alif enacted

Similarly, one of the reasons why ok the Obama Administration fang to name a

national cybersecurity czar was industry opposition to a number of otherwise well
gualified candidates. In the eyes of the private sector these individuals were seen as too
security focused, and too likely to impose some form of cybersecurity requirements on
companies.

Likewise, industry members have resisted efforts to give the Degatr of Homeland
Security responsibility for the cybersecurity of the smart grid now being developed.
Instead utilities wantthis responsibility to rest with the Federal Energy Regulatory
Commission. While DHS would be the obvious choice given its se@xjigrtiseand

its cybersecurity mandate, théliies have resisted giving this authority to DHS because
they say the ancy is unresponsive to their concerns and overturesontrast, the

utilities want FERC to oversee smart grid cybersecurity because they have longstanding,
close ties to the agen§yeven thouglFERC has limited at best cyberagty experience

and expdise.

Even when industry has seemingly embraced additional mandates on private sector
cybersectity, a closer look reveals a more complicated pictune2009, thentelligence
and National Security Allianc@NSA), representing a large number of comparin the

IT space, offered a seriesr@commendation® Melissa Hathawayyho was at the time
responsible for drawing upraational cybersecurity plan. As part of these
recommendations the INSA called focammon set o$ecuritystandardgor private
sector computer systems and networks based upon the sensitivityrofation.

However, INSA alsoad that such standards shoukldet through a federally supported
public-privateprocess in which thprivatesector would play a major role in defining
such standards.

Reacting to this proposal, the noted cybersecurity expert Alan Paller, director of research
at the SANS Institute, said letting the private sector set the benchmarks for security was
Oneither effective nor émlly in the national interé® He added that this approach was
Gaith-based securitywhere the private sector say$alR to us, trust us, we will do what

is nee@d to keep the nation secure.00O He also noté@thyatiovernment official who

thinks he or she should even listerpeople selling that idea in 2009 has not been awake
for the past 18 month® In essence, this proposal amounted to the provexal

guarding the henhoas

An interesting parallel can be drawn between cybersecurity today and the eagkeere
movemaet, era of corporate environmental policy. At the outset of the environmental

! This resistance was coupled with objections from privacy advocates that security was trumping privacy
concerns.



movement the corporate sector saw environmental migttengther regulatory

requirements or corporatiiven programi as cost centers, a drain the bottoraline.

As a resultcompanies as a rule fought such initiatives. It is only more recently, as
companies began to understand that environmental policy in the form of waste reduction
helps the bottortine, and in the form of corporate social responsibility is sound
marketing, hat companies have gotten on board. Today, the typical company, big and
small, embraces environmentalism as good busféssimilar understanding has yet to
take hold with respect to cybersecurity, but it must.

Likewise the U.S. governmehtisshown asimilar lack of political willto drivereal
cybersecurity. Industry effortsnotwithstandingif the federal governmemn¢ally wanted

to take serious action on cybersecuritwould be well within its role to do just that.

There is ample evidence that our nation is at real risk from all sorts of cyber threats,
ranging from cyberwar and terrorism to digital organized crime. A recent white paper in
this same series by myénd and colleague retired General Gene Habiger clearly showed
how enhanced cybersecurity is critical totecting our national security through
deterrence by denial. Yet, if you look at the record to date, across multiple
administrations, under the leadkip of both partiegvenduring times of war, there has
been little real progress.

Pursuant to the Fededaformation Security Management Act, the Office of

Management and Budget has the authority to set cybersecurity standards for federal
systems at higher levels. However, OMB has not used this authority to drive federal
cybersecurity much further than
the @me state of insecurity that OISR ER O MVEITo Rip[ER=TT iglel g[8 YA (oo 1\
plagues the private sector. federal cybersecurity much further thar

A number ofexisting laws allow the same state of insecurity that plague

the Federal government to set
higher standards for cybersecurit
in various sectors of our critical
infrastiucture. For example, the
SarbaesOxley law provides the&turities ad Exchange @mmission the ability to

impose sanctions on companies that lack adequate control systems. Despite all the major
breaches since this mandate was pass&dne such cybersecuritgntrolaction has

been undertakeander SarBox

the private sector.

A similar dynamic can be seen at work in the fopalifications and responsibilities of

the cybersecurity czar job, to which Howard Schmidt was recently appointed. At the
outset, of the Obama Administration the cybersecurity czar was being discussmatiin br
terms\ a position with wideranging responsibilities answering directly to the President

of the United States. It was seen as the type of senior post that cybersecurity expert Paul
Kurtz rightly said would require the government equivalent of a OtacksHowevess

2 |t should be stressed that even here there are limits. Many of the same companies that run ads heralding
their greennesare, at the same time, doing all they can to prevent real standards to address global climate
change.



a result of concernhatsuch a higHevel, empowereafficial might take actions that
could reduce economic perfoamce, the job was recasthélczarnow has the
unenviablgaskof answering to both the head of the National SecuiynCil and the
National Economic Council. Imagine if the Chairman of the Joint Chiefs were made
subordinate to the Secretary of Commerce.

Consider even the Google example. Googlequask to speak outgainst the Chinese
penetrations In contrast, at the time of this writing, the Department of State had still yet
to issue a promised formal protest, or demarche, to China for these infringehvérets.

a mere protest is so hard, whathat saying?

In this same vein, Congress has held innumerable hearings on cybersatuiitigh
Members have rightlgtressed the need to better seauur digital infrastructure. Since
the 108’ Congress,ie House and th&enate have consideraddnot passed over 124
differentbills deaing directlyand specificallywith cybersecurity, to say nothing of the
countless others that have dealt with only elements of the chaflefigese bills have
coveredeverything from requiring corporate disclossicéd major breaches to setting
baseline standards for cyberseturiFor the Congress to be so riettaant to act on such
a vital, nonpartisarssue reflects a serious problem.

This is na to say that there hasnOt been a great deal of effort in thisTarea sure, we

have spent billions of dollars on cybersecurity. Administrations have promulgated scores
of cybersecurity decision directives and policies. There have been numerous legislative
measures, not to mention countless hearings. Not a weskogovithout another major
cybersecurity conference and trade show. There are endless numbers of products that
proclaim cybersecurity beneflisalbeit unproven, uncertified
and dubious benefits. .. .rather than

However, rather than moving forwande are oscillating in EECE for‘("a@
place. Degite all this apparent activitpur critical systems [RAGREUCASELETs)
in both the public and private sectors continue to be in place.
penetrated on a frighteningly regular basis. Hackers
regularly penetratthe IT infrastructure of our defense and
intelligence agenciesur Federal agencies and Congress, and our critical infrastructure
systems. Our most vital sectors, energy, financial, healthcare and others, are hacked
constantly. Millions of Americans are victims of serious identity theft as a result of
hacks. Thesoftware and hardware systems we rely upon across almost everyadispect
our IT infrastructure arefe with security gaps. We know for a fact that these
technologieBl technologies that drive every aspect of our lives and our sblc@ty be
easily breachefbly a creative, iltempered teenager, to say nothing of a sophisticated
criminal or enemy. The situation is so bad that we have come to embrace PattdyTue
a once a month Sisypheaffort to plug the known holes in our cybersecurity dykes.

3 During this timeframe the Congress considered 131 bills directly speaking to cybersecurity. Of that
numberseven passed both the House and the SefRate.of those that passed both houses were
appropriations bills that did not include standards. The remaining two also did not include any new real
mandates.



In short, while there has been extensive attention paid to cybersecurity, in particular
critical infrastructure cybersecuritye lack the requisitpolitical and corporatevill to

take the sorts of tough steps needed to actually bring about change, to really make us
more secure as a nation.

Political will derives largely from the voice of the people. When enough voters demand
something with enough intensity, the machinery of politics and government typically
responds to those demands. As a former Congress$mmweamsayfrom experience that

when Congressional offices field scores of calls, emails and letters supporting a specific
action, members take notic&/hen few voters care enough to make their views known,
the impetus foaction drops precipitouslyAbraham lincoln once remarkedPQblic
sentiment is everything. With public sentiment nothing can fail; without it nothing can
succeed

Similarly, corporate will derives largely from the demands ofntlaeket, in particular
investors and¢ustomes. Companies tentb respond most aggressively when their
customers vote with their feet (they stop buying) and when their investors vote with their
money(they sell their shares)As Warren Buffet say€)Wall Street is the only place that
people ride to in a Rolls Royte get advice from those who take the subway.O

The challenge with cybersecurity is that for all #teention it getsthere is no upsing
among voters, customersiavestors.

Cyberinsecurity has a direct inagt on American [T]here is little public
lives. Onein-five online shoppers haveeen the outcry for cybersecurity.
victims of a cybercrime, translating into over 40 Major breaches produce
million Americans. Rughly 2 million Americans are XYt public attention,
victims of online identity theft each yeantellectual however this energy ten
property theft costs the Americ@conomy an
estimated $200 billion in lost sales, wahever

to dissipate fairly rapidly
increasing percentage of these thefts occurring As a reSU” there is no
digitally. sustained public demanc
for cybersecurity.

However, there is little public outcry for
cybersecurity.Major breachegroduce focused
public attention, however this energy dsrto
dissipate fairly rapidly. As a result there is no sustained public demand for cybersecurity.

CBSO 60 Minutes, one of the most watched - histidg news shows, recently ran a
majorexpose on the nationOs cyimsecurity. The program documentagmerous

incidences \were cybefextortionists had taken down national power grids. It discussed a
recent breach in which a foreign adversary was able to OsitO within the IT systems of the
Central Command as it ran the wars in Iraq and Afghanistan. Adews stories

followed along these revelations. Yet, no widespread hue and cry resulted from the
show.

A similar dynamic plays out within the private sector. Individual investors have punished
companies that have sustained major, highly public cybersgetaititres. However,



there is nothing to suggest that a single company has failed as a result of cyberscurity
shortcomings.

Consider the case of Heartland Payment Systems, which suffered the single largest data
breach ever. Heartland suffered a lossoofghly $500 million in stock value in the wake

of thebreach Howeverjn just oneyear, the company, and its stock, has largely
recovered. To some extent this reflects the skill with which the companyOs leadership
handled the problem; mostly it justiows that even HeartlandOs investors and customers
have only a limited sense of cybersecurity outrage.

Likewise, onsider Microsoftperhaps the worldOs most ubiquitous company.
MicrosoftOsystems are notoriously insecure. In fact, MicrosoftOs seauirigrabilities

are so significant that it is one of the only IT companies that feels compelled to disclose
its cybersecurity issues in its securities filin§ghile security experts, techies and
competitors may grouse about Microgustvulnerabilitiethe company continues to own
over a 90 percent market share in global operating systems mhficetsoftOs

insecurities certainly havenOt hurt it

with customers and investors. Political leaders and corporate leads
Political leaders and corporate leaderARMIANELCRUTIEENEIERIY
will only make the sorts afystemic cybersecurity changes that are neec
cybersecurity changes that are needeiRiaER o8 o[BI =TS\ (o] SS=1a [0}

if the publ~id§I voters, investors and customersl demands change.
customerll demand change.

However, the public isnOt outraged
because it doesnOt know that it sho
be.

However, the public isnOt outraged
because it doesnkdiow that it should
be There is very little public sunshing
on cybersecurity matters. Mos
companies have no obligation to reve
cybersecurity breachesew

individual penetrations or hacks reach the level of materiality that would require a public
company to disclose the breach. Andsame casethe company mawgot have a firm

ideaas tojust what or how muchwas stolen, which also argues against matgrand
disclosure. How mangorporatdeaders have said to themselves, OThe odds are it was
nothing® Further, the most sophisticated breaches are done in a way that they go
unnoticed and it is impossible to disclose an offense that you donOt know happened.

When breaches are revediefbr example, to an individual customer whose account has
been compromisédithe information isalmost alwayslisaggregated. The individual

only knows hisor her account wahacked, not that scores of others were hacked as well.
This serves to make breaches seem smaller and less newsworthy. If my account is
hacked the odds are IOm not going to call CNN or my Congressional represéhiatives

I might if I knew | was just one of tens of thousands of victims.

The government isnOt all that different. While we often hear about breaches of
government systems, we rarely are told about anything of significance. The most
disturbing penetrations, those tif@tpardized national security are classified.



The steady stream of relatively small cyber harms also serves to inure usotaltieyél

of threat and riskJim Lewis, Director of the Center for Strategic and International
Studies, hasaid that we face constant level of cyber attack that is like Odeath by a
thousand cuts.O The constancy of these little cuts makes it hard for us to recognize the
perilous position we are in.

As a result,ie average American has very little sense about Amerieal@s/el of
cyberinsecurity and their individual level of digital vulnerability.

Additionally, it is hard for Americans to become outraged enough for public will to

develop when we are constantly told that our systems are Seevea if we learn the

hard way later that they are not. The market is full of false and misleading cybersecurity
claims. Just about every product in the IT space makes some claim about being secure, if
not the most secure. Just about every consainezn company (e.g., bank, hospital,

power company) claims that their operations are secure, typically the most secure. Apart
from the work of a handful of individuals, and organizations like the Cyber Secure
Institute, there is no one to debunk

these taims. As aresult, whelieve — IRyy Ty e S T e R 1 =1
we are more secure than welusuch

is the power of advertising and we aré\ such is the power of
marketing. advertising and marketing.

Worse, wehavecome to believe that W IE-I VR Re] 1R R o[l [[\/=R1gF:
we are as secure as we canldee we are as secure as we can be.
experts tell us that there is no way to
make a truly secure operating syste
As a result, we are compelled to accept some level of digital risk, much as we accept
some measure of risk every time wess the street.

Americans have come to accept the current level of risk as a aibkthef benefits of the
digital world. Our Facebook and Twitter accounts could get us hacked, but we accept it
because we want to stay connected. Our online bankiogtsccould make us a

cybercrime victim, but the convenience factor is so higle accept these risks because

we are led to believe that they are unavoidabest importantly, vie accept this risk

because we donOt know any better. We believe the casiaaii we entrust ou

information to andhe companies that we rely on for our vital public services (water,
energy, healthcare) are doing all they can to secure us. We believe this because they tell
us s\ often.

The reality is something differenthere are ways that these systems can be made more
secure. For example, there are new technologies that are certified inherently secure by
the National Security Agency and the National Institute for Standards and Technology. If
these technologies weredely deployed across our infrastructure and economy we

would all be much more secure.



But, & discussed at length above, cybersecurity is weighed against cost, thelingttom
and corporate ROI. Most companies arenOt as secure as theyecoliley are as
secure as costs permin practice most companies tend to besesurél or insecurdl as
their competitors are, which inevitably sets the conditions for actishg race to the
bottom. However, the cybersecurity baseline, once
widely accepted, becomes ensconced as a Obest [ERSY many times have you
practice.O _How many times have you heard a heard a cybersecurity office
cybersecurity officer say Owe have in place all the R .

security measures that others in our industryeO? 2ely O_W€ have in place all t
Calling this a best practice soundetmore positive BESQUUNANEESUESRERO]
than a bareninimumN but in practice they are too  [RIAROIV@Iale[VEIigYA s\ =I@Xs

often one and the same. Calling this a best practice

Finally, there is no one to drive this pess. There is sounds a lot ”.‘O.re pPvae
no establishedvocalcorstituencyfor cybersecurity. RUGUEENLUCRUIT IV Relb]:

IT trade associations, even those focused on securfilBUEE R pSA= TR (oloNe]{(=
issues, suffer from theuwest common denominator [ReJgleRC1ale RialeRt-111[H

problem; they can advocate only for things that the
least secure member can meet. The market for
cybersecurity products made up of technologies
that are inherently secure. As a result, trade associations advocateifisethee status

guo. Moreover, the systems integrators who are increasingly responsible for actually
carrying out cybersecurity for companies and the government, can make vastly more
money selling the time of expeltdo plug a never ending set of vulneraie, to

conduct forensics to find vulnerabilitiesnd the likél than theycould selling a truly

secure gstem. In effect, we have cted a cybersecuritindustrial complex. The

logical constituency for cybersecurity is consumers and consumer advddatesver,

none of theraditionalconsumer groups is focused on cybersecurity. And, individual
consumers lack the information and often highly technical expertise necessary to have a
real impact. As a result, apart from a smattering of experts and bse Sgcure

Institute, there is no orgemanding more, holding leadersO feet to the firenéordhing
individual Americans.

III. CHANGING THE DYNAMIC—DRIVING WILL

There are two, nonexclusive approaches that could greatly alter these dynamics. First, we
could cause the private sector to see enhacydaelsecurity & amarket makeror

competitive differentiatqras opposed to a cost cent&econd, we could foster digital

security awareness to drive chaNgauch the same way that information drove
envirormental awareness, which led to a change in behaviors.

With both of these approaches the government will need to play a role in catalyzing
change, and the reality is that this will take some form of government mandate. Bruce
Schneier, a noted cybersecymxpert commentator has explained, OA free market is the
best vehicle for coming up with creative solutions to problems, but it needs direction as to
what problems to try to solve. Regulation provides that direction.O

10



Forexample, one way thaybersecurity could become a compedi differentiator is if
the federal government required any IT system that it buys to meet vastly higher levels of
security.

Currently, even our most sensitive governmental systetggprimarily on the same sorts

of IT and cybersecurity systems that the corporate sector deploys. These systems are
inadequate by every measure of security. Most are untestethpra’en. Most have

never undergone formal proofs or penetration testingheir real world applicationse

know they are vulnerable and unse®liree hear the unending list of hacks, penetrations,
and known vulnerabilities. Those that have been certified are proven secure only against
unsophisticated, inadvertent and fuostile threats.

The federal governnme could and should say enough. The government should require
that all the systems bought from a date certain forward must be tested and proven secure
against the sorts of real world, highly sophisticated enemies we noW éagenized

crime, hostile goveriments, cybeirregulars, cybemercenaries, cyberguns for hire,
disgruntled, expert insiders and the like. To this end, government systems, in particular
sensitive systems, should be required to deploy thielipest available cybersecurity
technologie$.

If the federal government would put such a procurement rule in place if only for its own
systems it woulgbrovide a major incentive for companies to develdpebeinherently
secure systerfsand to constantly seek to one up their competitimaugh sectity. For
2010 the total budgeted IT spending of the Federal goverrigt®®f8.4 That would be a
strong market incentive for companies to develop truly secure technologies.

Similarly, we could take steps to actually inform Americans about the reabs$tate
cybersecurity.

For example, companies could be required to better disclose cybersecurity breaches to
their investors. If invetors had a better sense that they could lose all their hard earned
investment dollars from a single cybersecurity breach therdd be much more pressure
on corporate leaders to close these gdpmgine if all the Heartland investdtsew in
advance of the hundredillion-dollar-plus breach that their shares could plummet to
below $4 dollars off a high of $33.

Similarly, theFederal Trade Commission could more aggressively police cybersecurity
claims byentities ranging fronfinancial institutions to software and hardware
manufacturers. With far fewer false and misleading claims about security circulating in
the marketplacehere would be much less confusion. Companies and individuals would
be able to rely upon accurate cybersecurity information.

* The best available cybersecurity technology standard could be loosely based on the bbkt awattol
technology standard that has been widely used ietthizgonmental area. This environmental standard,
often called OBACT,O has proven to be strong drivers of technological innovation.
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We could also proactively require companies to tell their customers about their real
cybersecurity capabilitiesAs JusticeLouis Brandeis once sai®Sunlight is the best
disinfectant.O With accurate and fuller disclosure requirenpaugle considéng

which bank to put their money iopuld accurately factarybersecuritynto their buying
decisions After all, you wouldnOt pyour money in bank that is regularly robbed by
armed gunmen, why would you put your money in a bank that suffers the same problem
just digitally. The sammarket dynamic would apply ®verything from healthcare
providers to power companies.

IV. CONCLUSION

How many voters vote cybersecurity? How many investors invest based on
cybersecurity? How many consumers make buying decisions because of cybersecurity?

In contrast, people vote physicacurityand crime fighting. They vote for more police
on our streets and fighting crime, physical crirReople invest based otther risks that
could impachbillions of dollars Consumers make buying decisions basethemphysical
security of aankor shopjing mall.

Until people begin to factarybersecuritynto their decisiormakingin muchthe ame
ways,the will to drive change will be limited.

Fifty years ago few people predicted that major companies would be courtasgars/
and customers by toutiitheir environmental sensibilities. Fewer still would have
predicted that environmental advances in technology would increasingly determine
corporate success.

The digital world is an environmenf sorts, a new, manmade realm.this new realm
cybersearity is a lot like envionmental protection. ivironmental waste and
degradation are increasingly the largest limitations on economic growth ang qtialit
life in the physical worldgyberinsecurity is the single largest limiting factam the
promiseof the digital world in producing economic growth and improving lives.
Environmental protectiors concerned with the safety, security and sustainabilityeof th
physical realm; cybersecurifgcuses on the same issues withindiggtal realm.

We needhe digital security equivalent of the environmental awareness that has
refocused our governmental policies, drove laws and rules and changed the approach of
thegovernment and tharivate sector.

This change will not simply occur. There are too many colesfd the lack of

transparency, the prevalence of false and misleading inforratimallow for a self

propagating public up swell. Instead, if we want to drive cybersecurity we need to take
steps to facilitate public awareness. And, while the free mhdids the longerm key

to cybersecurity, for the market to operate effectively and efficiently here, the

government will need to step in, at least at the outset, to remove these impediments and to
correct for market failures.

12
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* Raise awareness of the cyliereatsfaced by the nation, companiasd
individuals;

* Advocate for all cybersecurity technologies to be independently validated against
widely accepted, internationally and nationally recognized standards;

* Advocate for the deployment of best avialtacybersecurity technologies to
protect governments, critical infrastructure and individual citizens.

Membership in the Institute is open and not subject to any fees or contribution
requirements. Members must only commit to advancing the Institutd&s goa

Additional information can be found atww.cybersecureinstitute.org

Follow us on Twitterhttp://twitter.com/CyberSecure
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