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I.  INTRODUCTION 
On January 12, 2010 Internet giant Google dropped a bombshell, announcing that it may 
withdraw from the Chinese market.  GoogleÕs announcement came as the company 
disclosed that it had suffered a series of highly sophisticated and targeted attacks.  Google 
said that it has conclusive evidence that these attacks originated in China. 

Since that announcement Google has moved cautiously and taken no obvious steps to 
make good on its threat. 

Nevertheless, GoogleÕs mere threat is a serious action.  China is the worldÕs third largest 
economy.  By users it is the worldÕs largest Internet market.  Google already maintains a 
major footprint in China, including several hundred employees.  Google is the number 
two search engine in China, trailing Baidu (with 63 percent of the market).  Even so, 
analysts estimate GoogleÕs revenues in China total between $200 and $600 millionÑ a 
figure Google has set its sights on growing substantially. GoogleÕs threat to leave this 
market is an unprecedented step.  It demonstrates 
a level of seriousness about cyber security that is 
rarely matched in either the private or public 
sectors. 

A great deal of attention has been focused on the 
hacking of Google.  However, the Internet giantÑ
and even the 20 plus other companies mentioned 
in the Google reportsÑ was only the tip of the 
iceberg.  Similar attacks in advance of the Google 
attacks were waged against multiple energy 
companies and defense contractors. 

Moreover, this string of attacks is barely a fraction of the overall threat to the private 
sector.  Attacks on private IT systems have compromised the nationÕs largest bill 
payment system, the nationÕs largest credit card processor, one of the nationÕs largest 
pharmacies, one of the nationÕs largest oil companies, the nationÕs largest defense 
contractor, and a number of the nationÕs biggest retailers.  These attacks have turned off 
the power across much of Florida, compromised millions of AmericanÕs personal records, 
repeatedly compromised the ubiquitous Microsoft operating system and infected scores 
of social media outlets.  

The numbers here are staggering.  The 2009 benchmark study by the Ponemon Institute 
determined that the average cost to a company from a data breach reached $6.6 million in 
2009, up from $6.3 million in 2007, and $4.7 million in 2006.  

The 2009 breach of a single company, Heartland Payment Systems, impacted roughly 
100 million transactions per month.  It is difficult to pinpoint the cost of this single attack, 
however Heartland recently agreed to pay Visa $60 million to settle the credit card 
companyÕs claimsÑ and that doesnÕt speak to the claims of all the other issuers and others 
caught up in the attack. 

 

GoogleÕs action 
demonstrates a level of 
seriousness about cyber 
security that is rarely 
matched in either the private 
or public sectors. 
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II.  THE CHALLENGE OF WILL 

While the threats are only growing, the private sectorÕs response has been inadequate and 
inconsistent at best.  

A recent survey by the Center For Strategic International Studies of 600 IT security 
executives found that two-thirds reported significant cuts to their budgets.  Twenty five 
percent reported that such cuts were greater than 15 percent.  Most disturbingly, the 
sectors reporting the deepest cuts were vital critical infrastructure sectors like energy, oil 
and gas.  These conclusions are bolstered by a 2009 Price Waterhouse Cooper study 
found that 47 percent of companies are cutting their information security budgets. 
 
The challenge isnÕt lack of awareness; corporate leaders understand the seriousness of the 
threat.   The CSIS study found that 40 percent of security executives expect a major 
cybersecurity attackÑ one causing an outage of at least 24 hours, the loss of life, and/or 
the demise of a companyÑ in their specific industrial sector within the next year.  Eighty 
percent expect the same sort of attack in the next five years.   

The problem is that within senior-most corporate leadership cybersecurity continues to be 
seen predominantly in terms of budgets, costs and return on investment (ROI).  To this 
end, the CSIS survey respondents said that the biggest limiting factor on cybersecurity is 
Òcost.Ó   

Moreover the trend line here is troubling.  Corporate leaders report growing doubts about 
the return on investment from the millions of cybersecurity dollars that companies spend.  
"Security confidence seems to be waning. Respondents are spending more money and 
implementing new capabilities, but overall they seem to be unsure about how truly 
effective their efforts really are toward ensuring security," said Ted DeZabala, principal 
at Deloitte & Touche LLP and U.S. leader of Deloitte's Security & Privacy Services, 
discussing results of the 2010 
CSO Magazine survey on IT 
security.  This sense of 
disparity will only create 
further corporate sector 
unwillingness to make major 
investments in and behavioral changes in furtherance of cybersecurity; companies are 
loath to spend money and devote other resources without ROI. 

As a result, in contrast to GoogleÕs tough cybersecurity line with China, much of the 
corporate sector has resisted change, even while paying lip service to the need for better 
security.  

Last year, the Business Software Alliance and TechAmerica, which represents Cisco, 
IBM, Microsoft, Intel and more than 1,000 other companies expressed opposition to a 
fairly balanced cybersecurity bill, proposed by Senators Jay Rockefeller and Olympia 
Snow, because the legislation directed the National Institute for Standards and 
Technology to develop software security standards for technologies used in critical 
systems.  As a result, the legislation was watered down to call for NIST to merely 

. . . much of the corporate sector has 
resisted change, even while paying lip 
service to the need for better security.  
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develop Òmeasurable and auditableÓ risk benchmarks and best practices.  There is, of 
course, no requirement that anyone do anything with such benchmarks and practices.  
And, given that there are already scores of well considered compilations of risk metrics 
and best practices out there, one is left to wonder how much of an impact this legislation 
will have if any at all if enacted. 

Similarly, one of the reasons why it took the Obama Administration so long to name a 
national cybersecurity czar was industry opposition to a number of otherwise well 
qualified candidates.  In the eyes of the private sector these individuals were seen as too 
security focused, and too likely to impose some form of cybersecurity requirements on 
companies.1   

Likewise, industry members have resisted efforts to give the Department of Homeland 
Security responsibility for the cybersecurity of the smart grid now being developed.  
Instead, utilities want this responsibility to rest with the Federal Energy Regulatory 
Commission.  While DHS would be the obvious choice given its security expertise, and 
its cybersecurity mandate, the utilities have resisted giving this authority to DHS because 
they say the agency is unresponsive to their concerns and overtures.   In contrast, the 
utilities want FERC to oversee smart grid cybersecurity because they have longstanding, 
close ties to the agencyÑ even though FERC has limited at best cybersecurity experience 
and expertise. 

Even when industry has seemingly embraced additional mandates on private sector 
cybersecurity, a closer look reveals a more complicated picture.  In 2009, the Intelligence 
and National Security Alliance (INSA), representing a large number of companies in the 
IT space, offered a series of recommendations to Melissa Hathaway, who was at the time 
responsible for drawing up a national cybersecurity plan.  As part of these 
recommendations the INSA called for a common set of security standards for private 
sector computer systems and networks based upon the sensitivity of information.  
However, INSA also said that such standards should be set through a federally supported 
public-private process in which the private sector would play a major role in defining 
such standards.   

Reacting to this proposal, the noted cybersecurity expert Alan Paller, director of research 
at the SANS Institute, said letting the private sector set the benchmarks for security was 
Òneither effective nor entirely in the national interest.Ó  He added that this approach was 
Òfaith-based security, where the private sector says, ÔTalk to us, trust us, we will do what 
is needed to keep the nation secure.ÕÓ  He also noted that, "Any government official who 
thinks he or she should even listen to people selling that idea in 2009 has not been awake 
for the past 18 months.Ó  In essence, this proposal amounted to the proverbial fox 
guarding the henhouse. 

An interesting parallel can be drawn between cybersecurity today and the early, pre-green 
movement, era of corporate environmental policy.  At the outset of the environmental 

                                                 

1 This resistance was coupled with objections from privacy advocates that security was trumping privacy 
concerns. 
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movement the corporate sector saw environmental mattersÑ whether regulatory 
requirements or corporate-driven programsÑ as cost centers, a drain on the bottom-line.  
As a result, companies as a rule fought such initiatives.  It is only more recently, as 
companies began to understand that environmental policy in the form of waste reduction 
helps the bottom-line, and in the form of corporate social responsibility is sound 
marketing, that companies have gotten on board.  Today, the typical company, big and 
small, embraces environmentalism as good business.2  A similar understanding has yet to 
take hold with respect to cybersecurity, but it must. 

Likewise the U.S. government has shown a similar lack of political will to drive real 
cybersecurity.   Industry efforts notwithstanding, if the federal government really wanted 
to take serious action on cybersecurity it would be well within its role to do just that.  
There is ample evidence that our nation is at real risk from all sorts of cyber threats, 
ranging from cyberwar and terrorism to digital organized crime.  A recent white paper in 
this same series by my friend and colleague retired General Gene Habiger clearly showed 
how enhanced cybersecurity is critical to protecting our national security through 
deterrence by denial.  Yet, if you look at the record to date, across multiple 
administrations, under the leadership of both parties, even during times of war, there has 
been little real progress. 

Pursuant to the Federal Information Security Management Act, the Office of 
Management and Budget has the authority to set cybersecurity standards for federal 
systems at higher levels.  However, OMB has not used this authority to drive federal 
cybersecurity much further than 
the same state of insecurity that 
plagues the private sector. 

A number of existing laws allow 
the Federal government to set 
higher standards for cybersecurity 
in various sectors of our critical 
infrastructure.  For example, the 
Sarbanes-Oxley law provides the Securities and Exchange Commission the ability to 
impose sanctions on companies that lack adequate control systems.  Despite all the major 
breaches since this mandate was passed, not one such cybersecurity control action has 
been undertaken under SarBox. 

A similar dynamic can be seen at work in the final qualifications and responsibilities of 
the cybersecurity czar job, to which Howard Schmidt was recently appointed.  At the 
outset, of the Obama Administration the cybersecurity czar was being discussed in broad 
termsÑ a position with wide-ranging responsibilities answering directly to the President 
of the United States.  It was seen as the type of senior post that cybersecurity expert Paul 
Kurtz rightly said would require the government equivalent of a Òrock star.Ó  However, as 

                                                 

2 It should be stressed that even here there are limits.  Many of the same companies that run ads heralding 
their greenness are, at the same time, doing all they can to prevent real standards to address global climate 
change. 

OMB has not used this authority to drive 
federal cybersecurity much further than 
the same state of insecurity that plagues 
the private sector. 
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a result of concerns that such a high-level, empowered official might take actions that 
could reduce economic performance, the job was recast.  The czar now has the 
unenviable task of answering to both the head of the National Security Council and the 
National Economic Council.  Imagine if the Chairman of the Joint Chiefs were made 
subordinate to the Secretary of Commerce. 

Consider even the Google example.  Google was quick to speak out against the Chinese 
penetrations.  In contrast, at the time of this writing, the Department of State had still yet 
to issue a promised formal protest, or demarche, to China for these infringements.  When 
a mere protest is so hard, what is that saying?  

In this same vein, Congress has held innumerable hearings on cybersecurity, at which 
Members have rightly stressed the need to better secure our digital infrastructure.  Since 
the 108th Congress, the House and the Senate have considered and not passed over 124 
different bills dealing directly and specifically with cybersecurity, to say nothing of the 
countless others that have dealt with only elements of the challenge.3  These bills have 
covered everything from requiring corporate disclosures of major breaches to setting 
baseline standards for cybersecurity.  For the Congress to be so recalcitrant to act on such 
a vital, nonpartisan issue reflects a serious problem. 

This is not to say that there hasnÕt been a great deal of effort in this area.  To be sure, we 
have spent billions of dollars on cybersecurity.  Administrations have promulgated scores 
of cybersecurity decision directives and policies.  There have been numerous legislative 
measures, not to mention countless hearings.  Not a week goes by without another major 
cybersecurity conference and trade show.  There are endless numbers of products that 
proclaim cybersecurity benefitsÑ albeit unproven, uncertified 
and dubious benefits.   

However, rather than moving forward, we are oscillating in 
place.  Despite all this apparent activity, our critical systems 
in both the public and private sectors continue to be 
penetrated on a frighteningly regular basis.  Hackers 
regularly penetrate the IT infrastructure of our defense and 
intelligence agencies, our Federal agencies and Congress, and our critical infrastructure 
systems.  Our most vital sectors, energy, financial, healthcare and others, are hacked 
constantly.  Millions of Americans are victims of serious identity theft as a result of 
hacks.  The software and hardware systems we rely upon across almost every aspect of 
our IT infrastructure are rife with security gaps.  We know for a fact that these 
technologiesÑ technologies that drive every aspect of our lives and our societyÑ can be 
easily breached by a creative, ill-tempered teenager, to say nothing of a sophisticated 
criminal or enemy.  The situation is so bad that we have come to embrace Patch Tuesday, 
a once a month Sisyphean effort to plug the known holes in our cybersecurity dykes. 

                                                 

3 During this timeframe the Congress considered 131 bills directly speaking to cybersecurity.  Of that 
number seven passed both the House and the Senate.  Five of those that passed both houses were 
appropriations bills that did not include standards.  The remaining two also did not include any new real 
mandates. 

. . . rather than 
moving forward, 
we are oscillating 
in place.   
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In short, while there has been extensive attention paid to cybersecurity, in particular 
critical infrastructure cybersecurity, we lack the requisite political and corporate will to 
take the sorts of tough steps needed to actually bring about change, to really make us 
more secure as a nation. 

Political will derives largely from the voice of the people.  When enough voters demand 
something with enough intensity, the machinery of politics and government typically 
responds to those demands.  As a former Congressman, I can say from experience that 
when Congressional offices field scores of calls, emails and letters supporting a specific 
action, members take notice.  When few voters care enough to make their views known, 
the impetus for action drops precipitously.  Abraham Lincoln once remarked, ÒPublic 
sentiment is everything. With public sentiment nothing can fail; without it nothing can 
succeed.Ó 

Similarly, corporate will derives largely from the demands of the market, in particular 
investors and customers.  Companies tend to respond most aggressively when their 
customers vote with their feet (they stop buying) and when their investors vote with their 
money (they sell their shares).  As Warren Buffet says, ÒWall Street is the only place that 
people ride to in a Rolls Royce to get advice from those who take the subway.Ó 

The challenge with cybersecurity is that for all the attention it gets, there is no uprising 
among voters, customers or investors.   

Cyber-insecurity has a direct impact on American 
lives. One-in-five online shoppers have been the 
victims of a cybercrime, translating into over 40 
million Americans. Roughly 2 million Americans are 
victims of online identity theft each year.  Intellectual 
property theft costs the American economy an 
estimated $200 billion in lost sales, with an ever-
increasing percentage of these thefts occurring 
digitally.   

However, there is little public outcry for 
cybersecurity.  Major breaches produce focused 
public attention, however this energy tends to 
dissipate fairly rapidly.  As a result there is no sustained public demand for cybersecurity.   

CBSÕ 60 Minutes, one of the most watched, hard-hitting news shows, recently ran a 
major expose on the nationÕs cyber-insecurity.  The program documented numerous 
incidences where cyber-extortionists had taken down national power grids.  It discussed a 
recent breach in which a foreign adversary was able to ÒsitÓ within the IT systems of the 
Central Command as it ran the wars in Iraq and Afghanistan.  A few news stories 
followed along these revelations.  Yet, no widespread hue and cry resulted from the 
show. 

A similar dynamic plays out within the private sector.  Individual investors have punished 
companies that have sustained major, highly public cybersecurity failures.  However, 

[T]here is little public 
outcry for cybersecurity.  
Major breaches produce 
focused public attention, 
however this energy tends 
to dissipate fairly rapidly.  
As a result there is no 
sustained public demand 
for cybersecurity.   
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there is nothing to suggest that a single company has failed as a result of cyberscurity 
shortcomings.   

Consider the case of Heartland Payment Systems, which suffered the single largest data 
breach ever.  Heartland suffered a loss of roughly $500 million in stock value in the wake 
of the breach.  However, in just one year, the company, and its stock, has largely 
recovered.   To some extent this reflects the skill with which the companyÕs leadership 
handled the problem; mostly it just shows that even HeartlandÕs investors and customers 
have only a limited sense of cybersecurity outrage. 

Likewise, consider Microsoft, perhaps the worldÕs most ubiquitous company.  
MicrosoftÕs systems are notoriously insecure.  In fact, MicrosoftÕs security vulnerabilities 
are so significant that it is one of the only IT companies that feels compelled to disclose 
its cybersecurity issues in its securities filings.  While security experts, techies and 
competitors may grouse about MicrosoftÕs vulnerabilities, the company continues to own 
over a 90 percent market share in global operating systems market.  MicrosoftÕs 
insecurities certainly havenÕt hurt it 
with customers and investors. 

Political leaders and corporate leaders 
will only make the sorts of systemic 
cybersecurity changes that are needed 
if the publicÑ voters, investors and 
customersÑ demands change. 

However, the public isnÕt outraged 
because it doesnÕt know that it should 
be.  There is very little public sunshine 
on cybersecurity matters.  Most 
companies have no obligation to reveal 
cybersecurity breaches.  Few 
individual penetrations or hacks reach the level of materiality that would require a public 
company to disclose the breach.  And, in some cases the company may not have a firm 
idea as to just what, or how much was stolen, which also argues against materiality and 
disclosure.  How many corporate leaders have said to themselves, ÒThe odds are it was 
nothingÓ?  Further, the most sophisticated breaches are done in a way that they go 
unnoticed, and it is impossible to disclose an offense that you donÕt know happened. 

When breaches are revealedÑ for example, to an individual customer whose account has 
been compromisedÑ the information is almost always disaggregated.  The individual 
only knows his or her account was hacked, not that scores of others were hacked as well.  
This serves to make breaches seem smaller and less newsworthy.  If my account is 
hacked the odds are IÕm not going to call CNN or my Congressional representativesÑ but 
I might if I knew I was just one of tens of thousands of victims. 

The government isnÕt all that different.  While we often hear about breaches of 
government systems, we rarely are told about anything of significance.  The most 
disturbing penetrations, those that jeopardized national security are classified. 

Political leaders and corporate leaders 
will only make the sorts of systemic 
cybersecurity changes that are needed 
if the publicÑ voters, investors and 
customersÑ demands change. 

However, the public isnÕt outraged 
because it doesnÕt know that it should 
be.  
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The steady stream of relatively small cyber harms also serves to inure us to the total level 
of threat and risk.  Jim Lewis, Director of the Center for Strategic and International 
Studies, has said that we face a constant level of cyber attack that is like Òdeath by a 
thousand cuts.Ó  The constancy of these little cuts makes it hard for us to recognize the 
perilous position we are in.   

As a result, the average American has very little sense about AmericaÕs real level of 
cyber-insecurity and their individual level of digital vulnerability.   

Additionally, it is hard for Americans to become outraged enough for public will to 
develop when we are constantly told that our systems are secureÑ even if we learn the 
hard way later that they are not.  The market is full of false and misleading cybersecurity 
claims.  Just about every product in the IT space makes some claim about being secure, if 
not the most secure.  Just about every consumer-driven company (e.g., bank, hospital, 
power company) claims that their operations are secure, typically the most secure.  Apart 
from the work of a handful of individuals, and organizations like the Cyber Secure 
Institute, there is no one to debunk 
these claims.  As a result, we believe 
we are more secure than we areÑ such 
is the power of advertising and 
marketing. 

Worse, we have come to believe that 
we are as secure as we can be. The 
experts tell us that there is no way to 
make a truly secure operating system.  
As a result, we are compelled to accept some level of digital risk, much as we accept 
some measure of risk every time we cross the street. 

 Americans have come to accept the current level of risk as a cost of all the benefits of the 
digital world.  Our Facebook and Twitter accounts could get us hacked, but we accept it 
because we want to stay connected.  Our online banking accounts could make us a 
cybercrime victim, but the convenience factor is so high.  We accept these risks because 
we are led to believe that they are unavoidable.  Most importantly, we accept this risk 
because we donÕt know any better.  We believe the companies that we entrust our 
information to and the companies that we rely on for our vital public services (water, 
energy, healthcare) are doing all they can to secure us.  We believe this because they tell 
us soÑ often.   

The reality is something different.  There are ways that these systems can be made more 
secure.  For example, there are new technologies that are certified inherently secure by 
the National Security Agency and the National Institute for Standards and Technology.  If 
these technologies were widely deployed across our infrastructure and economy we 
would all be much more secure. 

We believe we are more secure than 
we areÑ such is the power of 
advertising and marketing. 

Worse, we have come to believe that 
we are as secure as we can be. 
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But, as discussed at length above, cybersecurity is weighed against cost, the bottom-line 
and corporate ROI.  Most companies arenÕt as secure as they could be.  They are as 
secure as costs permit.  In practice most companies tend to be as secureÑ or insecureÑ as 
their competitors are, which inevitably sets the conditions for a cost-cutting race to the 
bottom.  However, the cybersecurity baseline, once 
widely accepted, becomes ensconced as a Òbest 
practice.Ó  How many times have you heard a 
cybersecurity officer say Òwe have in place all the 
security measures that others in our industry haveÓ?  
Calling this a best practice sounds a lot more positive 
than a bare minimumÑ but in practice they are too 
often one and the same.   

Finally, there is no one to drive this process.  There is 
no established, vocal constituency for cybersecurity.  
IT trade associations, even those focused on security 
issues, suffer from the lowest common denominator 
problem; they can advocate only for things that their 
least secure member can meet.  The market for 
cybersecurity products is made up of technologies 
that are inherently secure.  As a result, trade associations advocate for the insecure status 
quo.  Moreover, the systems integrators who are increasingly responsible for actually 
carrying out cybersecurity for companies and the government, can make vastly more 
money selling the time of expertsÑ to plug a never ending set of vulnerabilities, to 
conduct forensics to find vulnerabilities, and the likeÑ than they could selling a truly 
secure system.  In effect, we have created a cybersecurity-industrial complex.  The 
logical constituency for cybersecurity is consumers and consumer advocates.  However, 
none of the traditional consumer groups is focused on cybersecurity.  And, individual 
consumers lack the information and often highly technical expertise necessary to have a 
real impact.  As a result, apart from a smattering of experts and the Cyber Secure 
Institute, there is no one demanding more, holding leadersÕ feet to the fire and informing 
individual Americans. 

 

III.  CHANGING THE DYNAMIC—DRIVING WILL 

There are two, nonexclusive approaches that could greatly alter these dynamics.  First, we 
could cause the private sector to see enhanced cybersecurity as a market maker, or 
competitive differentiator, as opposed to a cost center.  Second, we could foster digital 
security awareness to drive changeÑ much the same way that information drove 
environmental awareness, which led to a change in behaviors.  

With both of these approaches the government will need to play a role in catalyzing 
change, and the reality is that this will take some form of government mandate.  Bruce 
Schneier, a noted cybersecurity expert commentator has explained, ÒA free market is the 
best vehicle for coming up with creative solutions to problems, but it needs direction as to 
what problems to try to solve.  Regulation provides that direction.Ó   

How many times have you 
heard a cybersecurity officer 
say Òwe have in place all the 
security measures that others 
in our industry haveÓ?  
Calling this a best practice 
sounds a lot more positive 
than a bare minimumÑ but 
in practice they are too often 
one and the same.  
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For example, one way that cybersecurity could become a competitive differentiator is if 
the federal government required any IT system that it buys to meet vastly higher levels of 
security.   

Currently, even our most sensitive governmental systems rely primarily on the same sorts 
of IT and cybersecurity systems that the corporate sector deploys.  These systems are 
inadequate by every measure of security.  Most are untested and unproven.  Most have 
never undergone formal proofs or penetration testing.  In their real world applications we 
know they are vulnerable and unsecureÑ we hear the unending list of hacks, penetrations, 
and known vulnerabilities.  Those that have been certified are proven secure only against 
unsophisticated, inadvertent and non-hostile threats. 

The federal government could and should say enough.  The government should require 
that all the systems bought from a date certain forward must be tested and proven secure 
against the sorts of real world, highly sophisticated enemies we now faceÑ organized 
crime, hostile governments, cyber-irregulars, cyber-mercenaries, cyberguns for hire, 
disgruntled, expert insiders and the like.  To this end, government systems, in particular 
sensitive systems, should be required to deploy only the best available cybersecurity 
technologies.4 

If the federal government would put such a procurement rule in place if only for its own 
systems it would provide a major incentive for companies to develop better, inherently 
secure systemsÑ and to constantly seek to one up their competition through security.  For 
2010 the total budgeted IT spending of the Federal government is $78.4.  That would be a 
strong market incentive for companies to develop truly secure technologies. 

Similarly, we could take steps to actually inform Americans about the real state of 
cybersecurity. 

For example, companies could be required to better disclose cybersecurity breaches to 
their investors.  If investors had a better sense that they could lose all their hard earned 
investment dollars from a single cybersecurity breach there would be much more pressure 
on corporate leaders to close these gaps.  Imagine if all the Heartland investors knew in 
advance of the hundred-million-dollar-plus breach that their shares could plummet to 
below $4 dollars off a high of $33.  

Similarly, the Federal Trade Commission could more aggressively police cybersecurity 
claims by entities ranging from financial institutions to software and hardware 
manufacturers.  With far fewer false and misleading claims about security circulating in 
the marketplace, there would be much less confusion.  Companies and individuals would 
be able to rely upon accurate cybersecurity information. 

                                                 

4 The best available cybersecurity technology standard could be loosely based on the best available control 
technology standard that has been widely used in the environmental area.  This environmental standard, 
often called ÒBACT,Ó has proven to be strong drivers of technological innovation.  
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We could also proactively require companies to tell their customers about their real 
cybersecurity capabilities.  As Justice Louis Brandeis once said, ÒSunlight is the best 
disinfectant.Ó  With accurate and fuller disclosure requirements, people considering 
which bank to put their money in, could accurately factor cybersecurity into their buying 
decisions.  After all, you wouldnÕt put your money in bank that is regularly robbed by 
armed gunmen, why would you put your money in a bank that suffers the same problem 
just digitally.  The same market dynamic would apply to everything from healthcare 
providers to power companies. 

 

IV.  CONCLUSION 

How many voters vote cybersecurity?  How many investors invest based on 
cybersecurity?  How many consumers make buying decisions because of cybersecurity?   

In contrast, people vote physical security and crime fighting.  They vote for more police 
on our streets and fighting crime, physical crime.  People invest based on other risks that 
could impact billions of dollars.  Consumers make buying decisions based on the physical 
security of a bank or shopping mall.   

Until people begin to factor cybersecurity into their decision-making in much the same 
ways, the will to drive change will be limited. 

Fifty years ago few people predicted that major companies would be courting investors 
and customers by touting their environmental sensibilities. Fewer still would have 
predicted that environmental advances in technology would increasingly determine 
corporate success.  

The digital world is an environment of sorts, a new, manmade realm.  In this new realm 
cybersecurity is a lot like environmental protection.  Environmental waste and 
degradation are increasingly the largest limitations on economic growth and quality of 
life in the physical world; cyber-insecurity is the single largest limiting factor on the 
promise of the digital world in producing economic growth and improving lives.  
Environmental protection is concerned with the safety, security and sustainability of the 
physical realm; cybersecurity focuses on the same issues within the digital realm.   

We need the digital security equivalent of the environmental awareness that has 
refocused our governmental policies, drove laws and rules and changed the approach of 
the government and the private sector. 

This change will not simply occur.  There are too many obstaclesÑ the lack of 
transparency, the prevalence of false and misleading informationÑ to allow for a self-
propagating public up swell.  Instead, if we want to drive cybersecurity we need to take 
steps to facilitate public awareness.  And, while the free market holds the long-term key 
to cybersecurity, for the market to operate effectively and efficiently here, the 
government will need to step in, at least at the outset, to remove these impediments and to 
correct for market failures. 
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